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BAN BIEN SOAN CHUYEN PE
Chiu bién: Thac si Dinh Viét Hung, Giing vién, Khoa Ngoai Ngir Tin hoc

Tham gia bién soan:
1. ThS Pinh Viét Hung, Giang vién, Khoa NN-TH, Chuwong 1, 2.
2. ThS Ho6 Nguyén Xuan Thanh, Giang vién, Khoa NN-TH, Chuong 3.
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Mau s 2.2 — X02

HOQI PONG THAM PINH CHUYEN PE

(Thanh ldp theo Quyét dinh s6 ~ OP-T05, ngdy thang nam 2025 ciia Hiéu
truwong Trueong Pai hoc CSND)

Ho tén Don vi Chirc danh
(Ghi r6 cap bac, hec ham, Chirc vu ~__* | trong hoi dong
STT . . A . cong % .
hoc vi, chitc danh cbng tac) t4c tham dinh
1. | PGS.TS Nguyén Giang Nam Pho !_“cu TO5 Chu tich
trudng
X Truong 2 A
2. | ThS Nguyen Thanh Trung . TO05 UV phan bién 1
Phong
3. | ThS Tabic G1a1‘?Td°° TO5 | UV phan bign 2
4. | ThS Nguyén Thi Mai Thanh Céan bo T05 Thu ky
5. | PGS. TS Bui Ngoc Ha Truong | 1o5 Uy vién
phong
6. | TS V6 Thanh Pat Truong 1 o5 Uy vién
khoa
7. | ThS Tran Quang Phic Can bo TO5 Uy vién

Thu ky hanh chinh: ThS Nguyén Thi Mai Thanh
Céan bo phong QLNCKH
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LOI NOI PAU

Trong thoi dai cong nghé sé phét trién manh m&, mang Internet da trd thanh
mét phan khong thé tach roi cia doi séng x& hoi, dong vai trd quan trong trong
moi linh vuc tir kinh té, chinh tri, van héa dén an ninh quéc phong. Tuy nhién,
cuing véi nhiing loi ich to 16n, khdng gian mang ciing tiém an nhiéu nguy co, thach
thire, diac biét 1a nguy co 16, lot, mat bi mat Nha nuéc (BMNN).

Viéc bao vé BMNN trén khdng gian mang khéng chi la trdch nhiém cua cac
co quan, to chiic ma con la nghia vu cua mdi ca nhan. Nhiing hanh vi bat can,
thiéu hiéu biét hoic cd ¥ vi pham cé thé gay hau qua nghiém trong, anh hudng
dén an ninh quéc gia, trat ty an todn x& hoi. Chinh vi vy, viéc nang cao nhan
thire, hiéu biét phap luat va trang bi cac k¥ ning bao vé thong tin trén khong gian
mang la vo cling can thiét.

Chuyén dé ""Bao vé bi mat Nha nwéc trén khong gian mang'* nham cung
cap nhirng kién thirc co ban vé BMNN, cac nguy co mat an toan théng tin trén
khong gian mang, ciling nhu cac bién phap phong ngua, xu ly khi BMNN bi 19,
lot, bi mat. Qua d6, giup mdi c& nhan, to chirc nang cao y thirc va trach nhiém
trong viéc giir gin, bao vé thdng tin quan trong, gop phan bao dam an ninh, chu
quyén qudc gia trong thoi dai ky nguyén sé.

Noi dung chuyén dé bao gom:

Chuwong 1: Tong quan vé BMNN va Khang gian mang

Chwong 2: Nhitng nguy co va thach thuc trong bao vé BMNN trén khong
gian mang

Chwong 3: K§ nang phong, chdng 16, mat BMNN trén khong gian mang

Chuyén dé duoc bién soan theo huéng thuc tién, gan lién véi nhiém vu cong
tac cua can bo CAND. Noi dung tai liu dugc trinh bay ngan gon, dé hiéu, c6
nhiéu s6 liéu thuc té, giup ngudi doc dé dang nam bat kién thirc va van dung vao
thyc tién cong tac.

Ban bién soan xin tran thanh cam on déng gop cua quy thay, c¢d trong Khoa
Ngoai ngit - Tin hoc va mot s6 chuyén gia trong, ngoai trudng di ¢ nhiing gop y
va danh gia mot s noi dung gitp nhdm tac gia hoan thanh duoc chuyén dé.

TRUONG PAI HQC CSND


Le Hoai Duong
New Stamp


CHUONG 1. TONG QUAN VE BI MAT NHA NUOC
VA KHONG GIAN MANG

I. B MAT NHA NUOC VA CAC QUY PINH CUA PHAP LUAT LIEN
QUAN

1. Mgt s6 khai niém
a. Bi mgt Nha nwoc

Theo Luat bao vé bi mat Nha nuéc (BMNN) nim 2018 (Luat sb
29/2018/QH14) do Quédc hdi nudc Cong hoa xa hoi chu nghia Viét Nam ban hanh,
“BMNN la théng tin c6 ngi dung quan trong do ngwoi dimg dau co
quan, té chic co tham quyén xdc dinh can cir vao quy dinh cia Ludt ndy, chua
cong khai, néu bi 1, bi mat co thé gay nguy hai dén loi ich quoc gia, dan tge”.

Hinh thac cha BMNN bao gém tai liéu, vat, dia diém, 16i n6i, hoat
dong hoic cac dang khéc c6 noi dung quan trong lién quan dén chinh tri, quoc phong,
an ninh, d6i ngoai, kinh té, khoa hoc, cdng nghé va cac linh vuc khac.

Theo Luat nay, can cir vao tinh chat quan trong caa ndi dung thong tin, mic
d6 nguy hai néu bi 19, bi mat, BMNN duoc xac dinh theo 3 cap do:

Mat: 1a BMNN lién quan dén chinh tri, quoc phong, an ninh, co yéu, lap
hién, lap phép, tu phap, ddi ngoai, kinh té, tai nguyén va méi truong, khoa hoc va
cong nghé, gido duc va dao tao, van hoa, thé thao, thong tin va truyén thong, y té,
dan sd, lao dong, x& hoi, to chuc, can bo, thanh tra, kiém tra, giam sat, xi 1y vi
pham, giai quyét khiéu nai, t6 céo va phong, chong tham nhiing, kiém toan nha
nudc, néu bi 16, lot ¢ thé gay nguy hai nghiém trong dén loi ich quéc gia, dan toc.

Tuyét mat: 1a BMNN lién quan dén chinh tri, qudc phong, an ninh, co yéu,
d6i ngoai, néu bi 19, lot cd thé gay nguy hai dic biét nghiém trong dén loi ich quéc
gia, dan toc.

T6i mat: [a BMNN lién quan dén chinh tri, quéc phong, an ninh, co yéu, 1ap
hién, lap phap, tu phap, d6i ngoai, kinh té, tai nguyén va moéi truong, khoa hoc va
cdng nghé, gido duc va dao tao, vin hoa, thé thao, thong tin va truyén thong, y té,
dan sd, lao dong, x& hoi, to chic, can bo, thanh tra, kiém tra, giam sat, xi Iy vi pham,
giai quyét khiéu nai, t6 cao va phong, chong tham nhiing, kiém toan nha nudc, néu
bi 19, lot c6 thé gay nguy hai rat nghiém trong dén loi ich quéc gia, dan toc.

b. Bao vé bi mat Nha nwec

L& viéc co quan, to chuc, ca nhan st dung luc lugng, phuong tién, bién phap
dé phong, chéng xam pham BMNN, ngan chin viéc 19, lot, thu thap, sir dung tréi
1
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phép thdng tin thugc danh muc BMNN, dam bao an toan cho céac théng tin quan
trong lién quan dén loi ich qudc gia, dan toc.

Cac hanh vi bi cdm trong bao vé BMNN theo Diéu 5 Luét bao vé BMNN nim
2018 gom:

- Lam 19, chiém doat, mua, ban BMNN: 1am sai léch, hu hong, mat tai liéu,
vat chra BMNN.

- Thu thap, trao d6i, cung cap, chuyén giao BMNN trai phap luat; sao, chup,
lwu giit, van chuyén, giao, nhan, thu hoi, tiéu hay tai liéu, vat chia BMNN trai phap
luat.

- Mang tai liéu, vat chia BMNN ra khoi noi luu gitr trdi phap luat.

- Loi dung, lam dung viéc bao vé BMNN, str dung BMNN dé thuc hién, che
giau hanh vi vi pham phap luat, xam pham quyén va loi ich hop phép hoac can tro
hoat dong ciia co quan, to chuc, ca nhan.

- Soan thao, luu giir tai liéu co chira ndi dung BMNN trén may tinh hoic thiét
bi khac da két ndi hodc dang két néi vai mang Internet, mang may tinh, mang vién
thong, trir truong hop luu gitt BMNN theo quy dinh cia phap luat vé co yéu.

- Truyén dua BMNN trén phuong tién thong tin, vién théng trai véi quy dinh
cua phap luat vé co yéu.

- Chuyén muc dich sir dung may tinh, thiét bi khac da dung dé soan thao, luu
giit, trao d6i BMNN khi chua loai bo BMNN.

- Str dung thiét bi co tinh nang thu, phét tin hiéu, ghi &m, ghi hinh trong hoi
nghi, hoi thao, cudc hop cd ndi dung BMNN dudi moi hinh thic khi chua dugc
ngudoi c6 tham quyén cho phép.

- bang tai, phat tin BMNN trén phuong tién thong tin dai chdng,
mang Internet, mang may tinh va mang vién thong.

c. Lo bi mgt Nha nwoéc

La truong hop thong tin thugc danh muc BMNN bi ngudoi khdng co trach
nhiém biét duoc, gdy nguy co anh huéng dén an ninh qudc gia, trat ty an toan xa hoi
hoic céc loi ich quan trong caa dat nuéc.

Pay la mét trong nhitng nguy co nghiém trong trong cong tac bao vé BMNN,
dic biét trong bdi canh khéng gian mang phat trién manh mé, 1am gia tang rai ro rd
ri thong tin.

d. Mdt bi mdt Nha nuwéc
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La truong hop tai liéu, vat chaa BMNN khong con thudc su quan ly caa co
quan, to chic, ca nhan cd trach nhiém quan ly, dan dén nguy co bi 19, lot thdng tin
quan trong, anh huong dén an ninh qudc gia, trat tu an toan xa hoi va loi ich dan toc;
lam suy giam uy tin, an toan hoat dong cua co quan, t6 chac lién quan.

2. Nguyén tic bao vé BMNN

Bao vé BMNN phai tuan thiai cac nguyén tic dam bao viéc quan Iy, sir dung
va bao vé BMNN duoc thuc hién mot cach chat ché, dang quy dinh phap luat, gop
phan giir vitng an ninh quéc gia va trat tu an toan xa hoi.

Nguyeén tic 1: Dat dudi su 1anh dao ciia Pang Cong san Viét Nam, su quan Iy
théng nhat cua Nha nuéc; phuc vu nhiém vu xay dung va bao vé T6 qudc, phét trién
kinh té - x4 hoi, hoi nhap qudc té cua dat nudc; bao vé lgi ich qudc gia, dan toc,
quyén va loi ich hop phép cia co quan, t6 chic, ca nhan.

Nguyén tac 2: Bao vé BMNN 1a trach nhiém cta moi co quan, to chic, ca
nhan.

Nguyén tac 3: Viéc quan ly, sit dung BMNN bao d¢am dung muc dich, tham
quyén, trinh ty, tha tuc theo quy dinh caa phap luat.

Nguyén tic 4: Chu dong phong ngira; kip thoi phét hién, ngan chan, xi ly
nghiém hanh vi vi pham phép luat vé bao vé BMNN.

Nguyén tic 5: BMNN duoc bao vé theo thdi han quy dinh cua Luat nay, bao
dam quyén tiép can thong tin cia cong dan theo quy dinh cua phap luat.

3. Pham vi bi mat Nha nwéc

Pham vi BMNN la gidi han théng tin quan trong trong cac linh vuc sau day
chua dugc cong khai, néu bi 16, bi mat co6 thé gay nguy hai dén loi ich québc gia,
dan toc:

a. Thong tin vé chinh tri:

Chu truong, chinh sich cua Pang va Nha nuéc vé dbi noi, ddi ngoai;
- Hoat dong cua Ban Chap hanh Trung wong, Bo Chinh tri, Ban Bi thu va
lanh dao Pang, Nha nudc;

Chién lugc, dé an vé dan toc, ton gido va cong tac dan toc, ton giéo lién quan
dén bao vé an ninh qudc gia, bao dam trat ty, an toan xa hoi;

Thong tin c¢6 tac dong tiéu cuc dén tinh hinh chinh tri, kinh té - x& hoi.

b. Thong tin vé quéc phong, an ninh, co yéu:
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Chién luoc, ké hoach, phuong an, hoat dong bao vé T quéc, phong thu dat
nuéc, bao vé an ninh qudc gia, bao dam trat tw, an todn x& hoi; chuong trinh, du an,
dé an dic biét quan trong;

T chirc va hoat dong cua luc lugng vii trang nhan dan, luc luong co yéu:

Cong trinh, muc tiéu vé qubc phong, an ninh, co yéu; cac loai vii khi, khi tai,
phuong tién quyét dinh kha nang phong thu dat nudc, bao vé an ninh quéc gia, bao
dam trat tu, an toan x& hoi; san pham mat ma cua co yéu.

c. Thong tin vé ldp hién, ldp phdp, tw phdp:

Hoat dong lap hién, 1ap phap, giam sat, quyét dinh van dé quan trong cua dat
nuoc;

Thong tin vé khoi t; cong tac diéu tra, thuc hanh quyén cong to, kiém sét
hoat dong tu phap, xét xtr, thi hanh an hinh su.

d. Thong tin vé déi ngogi:

Chién lugc, ké hoach, dé an phat trién quan hé véi nude ngoai, té chic quéc
té hodc chu thé khac caa phap luat qudc té; tinh hinh, phuong 4n, ké hoach, hoat
dong ddi ngoai cua co quan Pang, Nha nudc;

Thong tin, thoa thuan dugc trao doi, ky két gitta Vit Nam vai nude ngoai, to
chtrc quéc té hoic cha thé khac cua phép luat qudc té;

Thong tin bi mat do nudc ngoai, to chuc qudc té hoac chu thé khac cua phép
luat quéc té chuyén giao theo didu udc qudc té ma nudc Cong hoa xa hoi chit nghia
Viét Nam Ia thanh vién va thoa thuan quéc té c6 lién quan.

e. Théng tin vé kinh té:

Chién lugc, ké hoach dau tu va dy trit qudc gia bao dam québc phong, an ninh;
dau thau phuc vu bao vé an ninh qudc gia;

Thong tin vé tai chinh, ngan sach, ngan hang; phuong 4n, ké hoach thu, doi,
phat hanh tién; thiét ké mau, ché tao ban in, khuon duc, cong nghé in, duc tién va
gidy to o gi&; s6 luong, noi luu gitr kim loai quy hiém, da quy va vat quy hiém khéc
cua Nha nudc;

Thdng tin vé cong nghiép, thuong mai, ndng nghiép va phat trién ndng thon;

Ké& hoach van tai co y nghia quan trong vé chinh tri, kinh té - x& hoi, qudc
phong, an ninh;

Théng tin vé& qua trinh xay dung quy hoach cip qudc gia, quy hoach vung,
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quy hoach tinh, quy hoach don vi hanh chinh - kinh té dic biét, quy hoach d6 thi,
quy hoach ndng thén; thdng tin vé quy hoach hé théng kho du trit qudc gia, quy
hoach hé thdng cac cong trinh quéc phong, khu quan sy, kho dan dugc, cong
nghiép quédc phong, an ninh.

f. Thong tin vé tai nguyén va méi trwong bao géom tai nguyén nwéc, moi
truwong, dia chét, khoang sdn, khi tweng thiy vin, dit dai, bién, hai ddo, do dac
va bdn do.

g. Théng tin vé khoa hec va cong nghé:

Sang ché, cong nghé mai phuc vu qubc phong, an ninh hoic ¢ y nghia dac
biét quan trong ddi vaéi phat trién kinh té - x4 hoi;

Thong tin vé ning luong nguyén to, an toan buc xa va hat nhan lién quan
dén qudc phong, an ninh:

Nhiém vu khoa hoc va cong nghé dac biét, nhiém vu khoa hoc va cong nghé
cap qudc gia lién quan dén qudc phong, an ninh.

h. Thong tin vé giao duc va dao tao:
Pé thi, dap an va thong tin lién quan dén viéc t6 chuc ky thi cip qudc gia;

Thong tin vé nguoi thudc Quan doi nhan dan, Cong an nhan dan, Co yéu dugc
cur di dao tao trong nudC va ngoai nudc.

i. Thdng tin vé vin héa, thé thao:

Théng tin vé di san, di vat, ¢ vat, bao vat quéc gia; phuong phap, bi quyét
sang tao, gitr gin, trao truyén di san van hoa phi vat thé;

Phuong phap, bi quyét tuyén chon huan luyén vién, van dong vién cac mon
thé thao thanh tich cao; bién phap, bi quyét phuc héi sicc khoe van dong vién sau tap
luyén, thi dau; dau phap trong thi du thé thao thanh tich cao.

j. Linh vurc thong tin va truyén thong:

Chién lugc, ké hoach, dé an phét trién bao chi, xuat ban, in, phat hanh, buu
chinh, vién thdng va Internet, tan s6 vo tuyén dién, cong nghé théng tin, cong nghiép
cdng nghé thdng tin, an toan thdng tin mang, dién tir, phat thanh va truyén hinh,
thong tin dién tir, thong tan, thong tin dbi ngoai, thong tin co so va ha tang théng tin
va truyén thdng qudc gia dé phuc vu qudc phong, an ninh;

Thiét ké ky thuat, so d6, s liéu vé thiét bi caa hé thong théng tin quan trong
vé an ninh quéc gia, hé théng théng tin quan trong quéc gia va hé théng mang thdng
tin ding riéng phuc vu co quan, t6 chirc cua Pang, Nha nuéc.
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k. Théng tin vé y té, dan sé:
Théng tin bao vé sirc khoe 1anh dao cap cao cia Pang, Nha nudc;

Chung, gidng vi sinh vat méi phat hién lién quan dén sac khoe, tinh mang con
ngudi; mau vat, ngudn gen, ving nudi trong dugc lidu quy hiém;

Quy trinh san xuét duoc liéu, thudc sinh hoc quy hiém;
Théng tin, tai liéu, sé lidu diéu tra vé dan sd.
l. Thong tin vé lao déng, x& hgi:

Chién lugc, ké hoach, dé &n vé cai cach tién luong, bao hiém x& hoi, ngudi o
cdng vai cach mang;

Tinh hinh phiic tap vé lao dong, tré em, té nan xa hoi, binh dang gidi.
m. Thong tin vé té chiic, can bg:

Chién luoc, ké hoach, dé an vé cong tac to chirc, can bo caa co quan Pang,
Nha nuéc, to chie chinh tri - x4 hoi;

Quy trinh chuan bi va trién khai, thuc hién cong tac t6 chuc, can bo;
Théng tin vé cong tac bao vé chinh tri noi bo;

Pé thi, dap an thi tuyén chon ldnh dao, quan 1y va tuyén dung, nang ngach
cong chuc, vién chuc.

n. Thong tin vé thanh tra, kiém tra, giam sat, xa ly vi pham, gidi quyét khiéu
Ngi, té c4o va phong, chéng tham nhiing:

Chién luoc, ké hoach, dé& &n vé cdng tac thanh tra, kiém tra, giam sat, giai
quyét khiéu nai, to céo va phong, chong tham nhiing;

Thong tin vé hoat dong thanh tra, kiém tra, giam sat, xt 1y vi pham, giai quyét
khiéu nai, td céo va phong, chéng tham nhiing.

0. Théng tin vé kiém todn nha nwoc:

Chién luoc, ké hoach, dé &n vé kiém toan nha nuéc;

Thong tin kiém toan vé tai chinh cong, tai san cong.

4. Tam quan trong cia viéc bao vé BMNN trong béi canh hién nay

BMNN déng vai trd then chét trong viéc bao vé cha quyén qudc gia, dam
bao an ninh va trat ty diéu hanh dat nudc. Dudi ap luc tir cac thé luc thu dich, gian
diép va tin tic, BMNN trg thanh muc tiéu hang dau can duoc quan tdm dic biét.
Cac quéc gia 16n trén thé gisi di va dang ting cudng bao vé BMNN trén khong
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gian mang bang nhiéu bién phap ky thuat va phap ly.

Tinh trang 16 BMNN trén khéng gian mang dang 1a mot van dé dang bao
dong. Cac ddi tuong xau thuong sir dung cac thu doan tinh vi dé xam nhap, danh
cip, mua ban, trao d6i BMNN trén mang internet, gay ra nhitng hau qua nghiém
trong cho québc gia. Sy phaét trién cong nghé thdng tin, Internet va tri tué nhan tao
d3 mé ra nhitng co hoi 16n, nhung déng thoi ciing dit ra thach thic vé an ninh
théng tin quéc gia. Viéc 19, ro ri hoic mat BMNN khéng chi anh huéng dén an
ninh qudc gia ma con gay nguy hai cho sy 6n dinh chinh tri, kinh té va xa hoi. Cu
thé la:

De doa an ninh quéc gia: BMNN bi 16 ¢6 thé dat an ninh quéc gia vao tinh
trang nguy hiém, tao co hoi cho cé4c luc luong thu dich khai thac thong tin dé thuc
hién cac hoat dong gian diép, pha hoai hoic kich déng bat on chinh tri. Biéu nay
c6 thé dan dén céc chién dich truyén théng bdi nho, tan cédng mang nham lam suy
yéu niém tin cta nguoi dan vao Pang, Nha nudc va chinh quyén, tham chi gay ra
cac xung dot tiém an 1am mat on dinh dat nudc.

Tac dong nghiém trong dén kinh té: Nhirng théng tin vé chinh sach tai chinh,
dau tu, quy hoach phat trién bi 16 c6 thé gay bién dong trén thi truong, 1am suy
giam niém tin cua nha dau tu, din dén rat vén 6 at, sut giam gia tri tién té va chung
khoan. Céac doanh nghiép c6 thé d¢6i mat vai tinh trang canh tranh khdng lanh manh
do d6i thu ndm duoc théng tin chién luoc, 1am suy yéu kha nang phat trién caa nén
kinh té trong dai han. Pong thai, viéc 16 thong tin co6 thé tao diéu kién cho céc to
chuc tai chinh quéc té danh gia thap mirc 6 6n dinh cua nén kinh té, anh hudng
tiéu cuc dén xép hang tin nhiém qudc gia.

Gay bat 6n x& hoi: Thong tin “nhay cam” bi ro ri rat d& bi ké xau loi dung
dé xuyén tac, kich dong biéu tinh, gdy mat doan két trong cong dong. Cac thé luc
thu dich c6 thé sir dung nhimg thong tin nay dé thao tang du luan, lan truyén tin
gia nham gay hoang mang trong nhan dan, lam mat long tin vao chinh quyén. Biéu
nay co thé dan dén réi loan trat tu cong cong, anh huong dén an ninh chinh tri,
tham chi gay ra cac cuoc khing hoang xa hoi hoac tién téi “cach magng mau” néu
khong dugc kiém soat kip thoi.

Gay that thoat va thiét hai trong qudc phong: BMNN bj ro ri vé quéc phong
c6 thé gitp ké thu thu thap thong tin vé sac manh quan doi, bao gom chién lugc
tac chién, b tri luc lugng, vii khi trang bi va ké hoach phong thu. Biéu nay lam
tang nguy co bi tAn cdng bat ngd, mat lgi thé chién luoc va bi d6i phuong thao tung
trong cac van dé an ninh khu vuc. Ngoai ra, thong tin mat vé céng nghé qubc phong
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bi 16 c6 thé bi sao chép, 1am suy giam ning lyc canh tranh quan sy, anh huong
nghiém trong dén kha ning phong thu va bao vé chu quyén quéc gia.

5. Cac quy dinh vé biao vé BMNN trén khéng gian mang
a. Nhém cdc véin ban quy dinh vé bdo vé BMNN

Luat Bao vé BMNN; Nghi dinh 26/2020/ND-CP ngay 28/2/2020 cua Chinh
phit quy dinh chi tiét mot sb diéu cua Luat Bao vé BMNN; Thong tu 104/2021/TT-
BCA ngay 08/11/2021 cua B Cong an quy dinh vé cong tac bao vé BMNN trong
Cong an nhan dan; Chi thi sé 05/2012/CT-TTg, ngay 21/02/2012 cua Thu tudng
Chinh phu vé nang cao chat lugng, hiéu qua cong tac bao vé BMNN trong tinh
hinh maéi; Chi thi sé 02/CT-BCA ngay 27/4/2021 cua Bo Cong an vé tang cudng
cong tac phong, chong tan céng mang va bao vé BMNN trén khéng gian mang
trong Cong an nhan dan...

Lién quan dén bao vé BMNN trén khong gian mang, Piéu 5, Luat Bao vé
BMNN néu rd cac hanh vi bi nghiém cam:

“...Thu thap, trao d6i, cung cap, chuyén giao BMNN trai phap luat; sao,
chup, luu trix, van chuyén, giao, nhan, thu hdi, tiéu hay tai liéu, vat chita BMNN
trai phap luat

- Soan thao, luu trit tai liéu ¢ noi dung BMNN trén may tinh hoic thiét bj
khac di két ndi hodc dang két ndi vai mang Internet, mang may tinh, mang vién
théng, trir truong hop luu gitt BMNN theo quy dinh caa phap luat vé co yéu

- Truyén dwa BMNN trén phuong tién thong tin, vién théng trai véi quy dinh
cta phap luat co yéu.

- Chuyén muc dich sir dung may tinh, thiét bi khac da dung dé soan thao, luu
trit, trao d6i BMNN khi chwa loai bo BMNN

- Str dung thiét bi c¢6 tinh ning thu, phat tin hiéu, ghi am, ghi hinh trong hoi
nghi, hoi thao, cudc hop c6 ndi dung BMNN dudi moi hinh thire khi chua dugc
nguoi 6 tham quyén cho phép

- Pang tai, tan phat BMNN trén phuong tién thong tin dai chdng, mang
Internet, mang may tinh va mang vién thong”.

Chi thi s6 02/CT-BCA ngay 27/4/2021 cia Bo Cong an vé ting cuong cong
tac phong, chong tan cong mang va bao vé BMNN trén khong gian mang trong
Cong an nhan dan néu rd mot s6 hanh vi bi nghiém cam trong su dung cac thiét bi,
phuong tién dién tar lién quan dén BMNN:
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Nghiém cam soan thao, luu trit vin ban noi bo, théng tin thuoc BMNN trén
may tinh hoac céc thiét bi khac cé két ndi mang Internet.

Nghiém cdm st dung USB, 6 cimg di dong va céc thiét bi luu trir khac co
kha niang tu sao chép dir liéu dé chuyén dit liéu giita cAc may tinh nghiép vu va
gitta may tinh nghiép cu vai may tinh c6 két ndi Internet. Trudng hop can thiét thi
phai st dung dia CD/DVD va phai hay sau khi st dung.

Khéng st dung micro vo tuyén, may tinh, may tinh bang, dién thoai di dong,
thiét bi ghi am, thu phat tin hiéu c6 kha ning két ndi Internet trong cac cudc hop
c6 nd dung BMNN. Khong dua vao str dung cac trang thiét bi ki thuat thong tin
lién lac do céc t6 chirc, ca nhan trong va ngoai nudc tai tro, ting,... khi chua dugc
kiém tra an ninh mang.

Can b, chién si khong sir dung céc thiét bi c6 tinh nang két néi Internet quay
phim, chup anh, ding tai hinh anh co quan, don vi, dia diém chtra dung BMNN 1én
mang Internet”.

b. Nhém cdc vin bin quy dinh vé bién phap xi Iy doi véi cac hanh vi lam
| BMNN

- Vé xur 1y hinh su:

Bo luat Hinh su nam 2015 c¢6 03 diéu quy dinh truc tiép ddi véi cac hanh vi
xam hai BMNN, gém: Diéu 110 (T6i gian diép), Piéu 337 (Tdi ¢b ¥ lam 16 BMNN;
t6i chiém doat, mua bén, tiéu huy tai lieu BMNN); Diéu 338 (T6i vo ¥ 1am 16 BMNN;
t6i lam mat vat, tai lieu BMNN); 06 diéu quy dinh vé cac hanh vi xam hai dén bi mat
cong tac, bi mat quan su, gdm: Piéu 361 (Tdi ¢b ¥ 1am 16 bi mat cong tac; tdi chiém
doat, mua ban hodc tiéu hily tai liéu bi mat cong tac); Diéu 362 (Toi vo ¥ 1am 16 bi
mat cong tac; toi lam mét tai liéu bi mat cong tac); Dicu 404 (Toi ¢b ¥ 1am 16 bi mat
cong tac quan su); Dicu 405 (Toi chiém doat, mua ban hodc tiéu hay tai liéu bi mat
cong tac quan su); Didu 406 (To6i vo ¥ 1am 16 bi mat cong tac quan sy); Diéu 407 (Toi
1am mat tai liéu bi mat cong tac quan su).

Ngoai ra, con c¢6 04 didu quy dinh vé cac hanh vi xAm hai dén mang may tinh,
vién thong, internet, nhu: Diéu 285 (T6i1 san xuét, mua ban, trao doi hodc tang cho cong
cu, thiét bi, phﬁn mém dé st dung vao muc dich trai phap luat); Diéu 286 (To1 phat tan
chuong trinh tin hoc giy hai cho hoat dong clia mang may tinh, mang vién thong,
phuong tién dién tir); Diéu 287 (Toi can trd hodc gy réi loan hoat dong cia mang may
tinh, mang vién théng, phuong tién dién tir); Didu 289 (Tdi xam nhap trai phép vao
mang may tinh, mang vién thong hoic phuong tién dién tir ciia ngudi khac). Pay 1a moi
truong ma luu lugng thong tin duge trao doi rat 16n, trong d6 c¢6 ca nhimng thong tin
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BMNN bj 1o ri, bi 14y cép, chiém doat. ..

- V& xtr 1y hanh chinh: Tai Diéu 19, Nghi dinh 144/2021/ND-CP ngay
31/12/2021 cua Chinh phu quy dinh xtr phat vi pham hanh chinh trong linh vuc an
ninh, trat tu, an toan xa hdi; phong, ché)ng t¢ nan xa hoi; phong chdy, chita chay; ctru
nan, ctru hd; phong, chdng bao luc gia dinh di quy dinh cac mirc xir phat vi pham
hanh chinh lién quan dén bao vé BMNN:

1. Phat tién tir 1.000.000 dong dén 3.000.000 ddng ddi véi mot trong nhimng
hanh vi sau day:

a) Khong ban hanh quy ché, ndi quy bao vé BMNN trong co quan, to chuc,
dia phuong theo quy dinh ctua phap luat;

b) Sao, chup, luu gift, van chuyén, giao, nhan tai liéu, vt chira BMNN khéng
ding quy dinh cua phap luat;

¢) Khong thu héi tai liéu, vat chira BMNN theo quy dinh ctia phap luat;

d) Mang tai licu, vat chira BMNN ra khéi noi luu gilr phuc vu cong tac ma
khéng duoc phép ctia nguoi c6 tham quyén;

d) Khong ban giao tai li¢u, vat chira BMNN khi théi viéc, chuyén cong tac,
nghi huu, khong dugc phan cong tiép tuc quan 1y BMNN;

e) Str dung BMNN khong dung muc dich;

g) Xac dinh BMNN ddi vai tai liéu khong chira ndi dung BMNN, dong dau
chi d§ mat Ién tai li¢u khong chira ng1 dung BMNN khong dung quy dinh cua phéap
luat;

h) Xac dinh sai do mat theo quy dinh cua phap luat;
i) Khong xac dinh, dong dau chi @ mat BMNN theo quy dinh ctia phap luat.

2. Phat tién tir 3.000.000 dong dén 5.000.000 ddng dbi véi mot trong nhimg
hanh vi sau day:

a) Thu thap BMNN khong ding quy dinh cta phap luét;

b) Khong thuc hién bién phap ngén chan, khic phuc hau qua khi dé xay ra 19,
mat BMNN;

¢) Khong théng bao voi co quan, ngudi c¢6 tham quyén khi xay ra 10, mat
BMNN;

d) Khong loai bd BMNN khi chuyén muc dich sir dung mdy tinh, thiét bi khac
da dung dé soan thao, luu gifr, trao ddi BMNN;
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d) Tiéu huy tai liéu, vat chira BMNN khong ding quy dinh cua phap luét.

3. Phat tién tir 5.000.000 dong dén 10.000.000 déng ddi véi mot trong nhirng
hanh vi sau day:

a) Soan théo, luu gitr tai liéu c6 chtra ng1 dung BMNN trén may tinh hoac thiét
bi khac d3 két ndi hoic dang két ndi v6i mang Internet, mang may tinh, mang vién
thong khong dung quy dinh ctia phap luat;

b) St dung thiét bi 6 tinh nang thu, phat tin hi€u, ghi am, ghi hinh hoac hinh
thirc khac trong hdi nghi, hoi thdo, cudc hop c6 ndi dung BMNN ma khong duogc
phép cua ngudi c6 tham quyeén;

c) Lam sai I¢ch, hu hong tai li¢u, vat chira BMNN;
d) Cung cap, chuyén giao BMNN khong diing quy dinh cia phap luat;

d) Vao dia diém luu giit, bao quan BMNN hoic quay phim, chup anh, v& so
d6 dia diém luu giir, bao quan BMNN ma khong dugc phép cua nguoi co tham
quyén.

4. Phat tién tir 20.000.000 dong dén 30.000.000 dong dbi voi mot trong nhimg
hanh vi sau day:

a) Lam 10 BMNN; lam mat tai liéu, vat chira BMNN nhung chua dén murc
truy ctru trach nhiém hinh sy;

b) Dang tai, phat tian BMNN trén phuong tién thong tin dai ching, mang
Internet, mang may tinh va mang vién thong khong dung quy dinh ctia phéap luat;

¢) Truyén dua BMNN trén phuong tién thong tin, vién thong khong dung quy
dinh cua phap luat.

5. Hinh thtic phat b6 sung

Tich thu tang vat, phuong tién vi pham hanh chinh d6i voi hanh vi quy dinh
tai diém b, d khoan 3 Piéu nay.

6. Bién phap khic phuc hiu qua:

a) Budc nop lai tai liu, vat chita BMNN ddi voi hanh vi quy dinh tai cac diém
b, d, d va e khoan 1; diém a khoan 2 va diém d khoan 3 Diéu nay;

b) Budc thu hdi tai liéu, vat chira BMNN d6i voi hanh vi quy dinh tai diém ¢
khoan 1 Piéu nay;
¢) Budc g& bo tai lieu BMNN ddi véi hanh vi quy dinh tai diém a khoan 3 va

cac diém b va ¢ khoan 4 Diéu nay;
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d) Budc khoi phuc lai tinh trang ban dau déi voi hanh vi quy dinh tai diém c
khoan 3 Diéu nay.

Il. KHONG GIAN MANG VA NHUNG RUI RO POI VOI Bi MAT
NHA NUOC

1. Khai niém

Theo khoan 3 Diéu 2 Luat An ninh mang 2018, khong gian mang 1a mang luéi
két ndi cta co s ha ting cong nghé thong tin, bao gdm mang vién thong, mang
Internet, mang may tinh, hé théng thong tin, hé théng xu ly va diéu khién thong tin,
co s¢ dir li€u; 1a noi con ngudi thuc hién cadc hanh vi xa ho1 khong bi gidgi han boi
khong gian va thoi gian.

Noi cach khéac, khdng gian mang 1a méi truong do cong nghé thdng tin tao ra,
trong d6 bao gdm cac hé thong mang, thiét bi két néi, di liéu va cac hoat dong trén
moi trudng so.

2. Pic diém cia khong gian mang

a. Khong gian mgng khéng co bién gigi.

Trén khong gian mang con nguoi tao ra mot “khong gian 40 vdi cac “xa 1
thong tin todn cau”, hoan toan khong c6 bién gidi ngan cach. Chi can s& hiru mot
thiét bi dién tir c6 kha ning két ndi internet, nguoi dung c6 thé cap nhat thong tin &
bat cr noi dau, bat cr luc ndo, tham chi truy cap vao bat ky kho tu liéu nao trén thé
gidi. Trén khong gian mang, chii dé, linh vuc, ndi dung nao ciing c6 thé ngay lap tirc
dugc dang tai va tiép can t6i hang ty nguoi, khién nhiing rao can thong thudng nhu
bién gidi qudc gia, ngdn ngit tré nén moéng manh.

b. Khdng gian mang 1a “sdn choi” thong tin cia cd céng dong.

Trén khong gian mang, mdi ca nhan déu c6 hai vai tro chu dao: nguoi cung
cap thong tin va ngudi tiép can thong tin. Thong tin trén khong gian mang rat da
chiéu, tir nhiéu ngudn khac nhau nén doi hoi ngudi tiép nhan thong tin phai thong
thai, sang sudt dé chat loc thong tin phu hop va ludn trau doi ban than, ty trang bi
cho minh nhiing kién thirc, k¥ ning va y thic trach nhiém khi tham gia twong tac
trén khong gian mang.

c. Khéng gian mang c6 khd néing da phwong tién, twong tic cao, lién két va
lan téa nhanh chéng.

Nho cau tric, tinh ning cua cac dién dan, mang xa hoi, trang chia sé,.. Ma
nguoi s dung cé thé tim ki€ém, theo ddi cac hoat dong ctia nhau va tham gia vao
cac hoat dong khac nhu dang bai viét, binh luan, chia sé,... mgt cach thuan loi, dé
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dang. Nho su gia tang lién tuc cac hoat dong dang tai, chia s€ va luu trir thong tin
ctia hang ty nguoi trén thé gidi voi nhiéu hinh thirc van ban, 4m thanh, hinh anh,
video,... da 1am cho thong tin trén khong gian mang trd nén v6 cung phong phu.

d. Khdng gian mang khong cé bg loc, trong khi dnh hwéng, tic dpng dén
cugc song xa hai thi ngay ldp tirc.

Khong gian mang 12 moi truong sinh hoat do danh cho tat ca moi ngudi. Do
khoéng giéi han ngudi dung nén bat ky ai cling ¢ thé tham gia vao méi trudng nay,
khong phan biét ton gido, sic toc, tudi tac, gi6i tinh, hay trinh @0 van hoa. Ttr nhiing
thong tin c6 gia tri dén nhimg thong tin co tinh chat suy doi, v vian héa déu xuat
hién trén khong gian mang va dé truy cap, st dung mot cach mién phi. Vi vay, thong
tin trén khong gian mang that - gia 1an 16n, thiéu chinh xac, khé kiém ching, gia
tang nguy co 16 lot bi mat ca nhan, suy giam quyén luc nha nudc va sitc manh quéc
gia. Thong tin gia trén khong gian mang dang 14 van nan 16n ctia nhiéu quéc gia, tac
dong ti€u cuc dén cong déng, tao ra nhitng h¢ luy khon luong, nhat [a trong bdi canh
xung dot, khiing b, dich bénh dang dién ra ngay cang khoc liét.

3. Nhitng rii ro tiém an d6i véi BMNN trén khdng gian mang

Khéng gian mang dong vai tro quan trong trong viéc bao vé va dam bao an
toan cho hé thdng théng tin, bao gom cac dir liéu quan trong cia co quan nha nudc.
Tuy nhién, su phat trién cua cong nghé ciing mang dén nhiéu rai ro, dac biét 1a nguy
co tan cdng mang nham tiép can BMNN, bao gom:

Tan cong mang c6 chu dich (APT - Advanced Persistent Threats): Pay 1a hinh
thire tin cong tinh vi, trong d6 ké xau st dung cac phuong thirc nhu lira dao, khai
thac 16 hong bao mat, hoic cai dit ma doc dé xam nhap vao hé thong cua co quan
nha nuéc. Sau khi xam nhap thanh céng, ching cé thé an nap trong thoi gian dai,
lién tuc theo ddi, thu thap thdng tin mat hoac gay réi loan hé thng bang cach pha
huy hoac chinh stra dir ligu quan trong.

RO ri thdng tin tir noi bo: Can bo, nhan vién c6 quyén tiép can BMNN c6 thé
v tinh hoac ¢é ¥ dé 16 thdng tin qua email cong viéc khong dugc ma hoa, tin nhin
trén cac ung dung khéng bao mat hoic sao chép dir liéu vao thiét bi ca nhan nhu
USB, may tinh xach tay khong c6 bién phap bao vé. Cac ddi tugng gian diép co thé
loi dung k¥ thuat tan cong phi k¥ thuat (social engineering), nhu gia mao danh tinh,
tao email lra d40 hoac sir dung cac bién phap tim Iy dé lira nhan vién tiét 16 thdng
tin mat.

Phan mém doc hai va ma doc gian diép: CAc loai virus, ma doc co thé bj cai
cam vao hé thdng thdng qua email gia mao, lién két doc hai hoic phan mém khong

13


Le Hoai Duong
New Stamp


rd ngudn goc. Mot s6 ma doc ¢ thé am tham theo ddi hoat dong cua hé théng, thu
thap dit liéu nhay cam va giri vé may chu diéu khién tir xa. Ngoai ra, c6 nhitng ma
ddc duoc thiét ké dé ma hoa dix liéu, yéu cau tién chudc (ransomware) hoac phé hiay
hoan toan théng tin BMNN, gy hau qua nghiém trong dén an ninh qudc gia..

Thiét bi cong nghé kém bao mat: Viéc st dung dién thoai, may tinh ca nhan
hoac thiét bi luu trir di dong khong dugc kiém soét 6 thé tao ra 16 hong bao mat
nghiém trong. Nhiing thiét bi nay c6 thé bi nhidm phan mém gian diép, bi tan cong
tir xa hodc vo tinh két ndi véi mang khéng an toan, tao diéu kién cho ké xau xam
nhap va danh cap BMNN. Ngoai ra, viéc sao chép dit liéu vao USB hoic 6 cing di
dong khong dugc mi hoa ciing c6 thé din dén mat mat hozc ro ri théng tin quan
trong.

Gia mao va tan cong lira dao (phishing, social engineering): Tdi pham c6 thé
gia mao email ciia co quan nha nuéc, tao cac trang web c6 giao dién tuong ty cong
thong tin chinh théng hoic st dung tai khoan mang x& hoi mao danh 1anh dao, cén
bo dé gui yéu cau cung cap dit liseu BMNN. Chdng c6 thé st dung cac thi doan nhur
guri email chira lién két doc hai, yéu cau dang nhap vao hé thong gia mao hoac du dd
nhan vién cung cap théng tin mat qua cac cudc trd chuyeén truc tuyén.
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CHUONG 2. NHUNG NGUY CO VA THACH THUC TRONG BAO VE
Bi MAT NHA NUOC TREN KHONG GIAN MANG

I. NHUNG PHUONG THUC, THU POAN CUA TQl PHAM TAN
CONG MANG GAY LOQ, LOT, MAT Bi MAT NHA NUOC

1. Tinh hinh an ninh mang trén thé giéi

Tinh hinh an ninh mang trén thé gisi dién bién rat phac tap, nhét la cac
hoat dong mua ban, trao ddi dir liéu trén khéng gian mang.

Cdc nhom gidn diép mang véi sw hdu thudn ciia chinh phii cdc nwéc gia
ting hoat dpng, thwe hién cdc chién dich tin cong mang nham vao ha ting
théng tin trong yéu dé danh cdp théng tin, tai ligu. Hé thong mang cia Bo Ngoai
giao Canada, Tong cuc tinh bao (DIGIMIN) ciia Peru, Quéc hoi Slovakia va Ba Lan,
B6 Quéc phong Australia, Pai hoc Cong nghiép Ty Bac ctia Trung Qudc, Hé thong
Internet tai Triéu Tién, Mang vién thong Vodafone ciia B6 Pao Nha. .. bi cac nhom
gian di€p mang xam nhap, kiém soat. Cac nhom tin tic ¢6 sy hau thuin cua chinh
pha cac nude, nhu: Trung Quéc (Hafnium APT, Mustang Panda, Cicada, Winti,
APT 10, DEV-040), Nga (APT28, Conti, RedBanditsRU, UNC1151, Gamaredon,
Sandworm), Triéu Tién (APT37), Palestine (APT-C-23)... thuc hién hoat dong tan
cong mang nham vao hé théng mang, co quan chinh phu, t6 chirc, ca nhan ¢ cac
nude c6 xung dot vé chinh tri, quan su, loi ich qudc gia.

Cdc quéc gia, té chirc quéc té ban hanh cdc chinh sich quén Iy ting
cwong bdao dam an ninh mang. Nga thanh 1ap Uy ban lién B6 dam bao chil quyén
cong nghé trong linh vyc phat trién co s ha tang thong tin trong yéu qudc gia;
Trung Qudc ting cuong giam sat hoat dong cua cac Cong ty cong nghé trong
nudc va nude ngoai, kiém soat ndi dung phat truc tiép (livestream) trén cac nén
tang mang xa hoi; My thong qua 03 Pao luat vé co ché chia sé cong cu va giao
thirc bao mat, ting cuong bao dam an ninh mang cho cac hé thong diéu khién
cong nghiép va kiém soat ndi dung vi pham phép luat trén Internet; Nhat Ban yéu
cau cac doanh nghiép c6 ha tang thong tin trong yéu ting cudng cac bién phép
bdo v€ an ninh mang; Uc ban hanh Dy luat Bao vé quyén riéng tu sua doi, gia
tang hinh phat cho hanh vi vi pham gay ro ri thong tin; Singapore thanh 1ap luc
luong dic nhiém lién nganh dé d6i pho véi toi pham mang.

Cdc nhom tin tic xam nhdp, ddnh cip théng tin ciia cdc té chirc nha
Nwdc, tdp doan kinh té va rao bdn trén quy mé Ién. 23 TB dit liéu chira thdng
tin cua 01 ty cdng dan Trung Quéc; 800 triéu ban ghi théng tin nhan dang khuén
mat va bién s6 phuong tién giao thong cua cong dan Trung Quéc; 34 GB dir liéu
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cua 1,37 ty tai khoan nguoi ding TikTok, WeChat trén thé gii bi tin tic danh
cép, rao ban. Ngoai ra, cac co quan, td chuc hoat dong trong linh vuc ning luong,
vién théng quan trong ciia cac nudc ciing bi tdn cdng mang, danh cap thdng tin,
ma hoa dir liéu tong tién. Co quan quan Iy hé thng dién cta Y bi danh cap hon
700 GB dit liéu; Cong ty diéu hanh duong 6ng dan khi @6t ty nhién qudc gia Hy
Lap DESFA bj danh cap 361 GB dit liéu... Nén tang truyén théng truc tuyén
“START” cua Nga bi danh cip co so dir liéu caa 7,5 triéu ngudi ding; Cong ty
vién théng Optus 16n nhét cua Uc da bi danh cip thong tin c& nhan cua hon 10
triéu khach hang.

Xu hwong tin cong mang qua chudi cung veng ngay cang gia ting, cdc
irng dung pho bién ton tai cdc 16 héng bdo mat nghiém trong, nguy co danh
hwéng tdi hang triéu ngwoi dung trén thé gisi. Ung dung TikTok trén hé diéu
hanh Android véi hon 1,5 ty luot tai xudng ton tai 16 hong bao mat cho phép tin
tic chiém doat tai khoan nguoi dung; Microsoft xac nhan 02 16 héng bao mat
nghiém trong ton tai trén may chu thu dién tor Microsoft Exchange bi tin tic khai
thac trong cac chién dich tdn cong mang c6 chu dich; 16 hong bao mat nghiém
trong ton tai trén phan sun (firmware) ctia cac thiét bi tudng loa thudc hing
Sophos, Juniper va hang triéu thiét bi ctia hing HP, Dell, Intel, Microsoft, Fujitsu,
Framework, Siemens nguy co bi tin tic khai thac, tin cong, xdm nhap hé thong
mang céc t6 chtrc, doanh nghiép trén toan thé giéi.

2. Tinh hinh sir dung khong gian so & Viét Nam

La mdt trong cac quoc gia co toc do phat trién Internet nhanh nhat thé gion,
Viét Nam c6 nhi€u tiém nang, diéu kién thuan loi thuc hién cong cudc chuyén doi
sO quoc gia.

Theo We Are Social thong ké, thong tin chi tiét ngudi dan Viét Nam st
dung cac thiét bi va dich vu k¥ thuat s6 dé két ndi véi nhau trong nhitng ndm qua,
c6 thé thdy s6 luong ngudi dung Internet 1an ty 18 nguoi dung so véi tong dan sb
déu co sy ting trudng, 13 bang chimg rd rét cho thay thi truong Internet tai Viét
Nam dau nam 2025 da c6 sy phat trién hon so véi ndm trude.

Mit khac, nguoi dan tai Viét Nam c6 xu hudng ngay cang s hitu nhiéu
thiét bi di dong hon, khi s6 luong thiét bi ma mdi ngudi dan dang so hiru vao nam
2025 van ting cao hon so voi nim trudc.

Theo We Are Social, tong dan sd Viét Nam tinh dén thang 4/2024 1a hon
101 tridu ngudi, trong d6, 50.2% dan s 1a nit gidi, ddng thoi, 39.1% dan s tap
trung & ving thanh thi. Tinh dén dau nam 2025, Viét Nam c6 80 triéu nguoi six
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dung Internet, twong duong 80% so véi tong dan sd, du bao dén nim 2029 sb
lwong ngudi dung internet s& tang vuot mbc 100 triéu ngudi .

Vé thoi gian str dung Internet mdi ngdy, bao cdo ciia We Are Social cho
thy, trong mdi ngdy trung binh ngudi dung tai Viét Nam danh khoang 6 gio 23
phut dé luét Internet, trong d6 55.4% thoi gian sir dung Internet théng qua cac
thiét bi di dong. Trong do, thoi gian trung binh danh cho mang x4 hoi va cac ng
dung nhén tin 13 khoang 2 gid 32 phut mdi ngay.

Sau gan 30 nam két nbi véi mang Internet toan cau, Viét Nam da ching
kién nhiing budc phat trién ngoan muyc, chua timg c6 nho nhitng quyét sach, dinh
huéng dung dan ciia Pang, Nha nudc vé phat trién cong nghé thong tin (CNTT),
vién thong, Internet; déng tho1, dung trude nhitng thoi co, van hoi moi dé di tat
don dau, tranh tha nhitng thanh tyu khoa hoc va cong nghé tién tién nham day
nhanh hon tién trinh cong nghiép hoda, hién dai hoa dat nude, hoi nhap sau rong,
hiéu qua hon vao nén kinh té thé gidi, khong ngimg nang cao tiém luc vé qubc
phong, an ninh.

Khong thé phii nhan Chuyén doi s6 mang lai 1oi ich to 16n cho quéc gia,
dan toc, tuy nhién, vi tiém luc quoc gia vé an ninh mang chua da manh, ha tang
cong ngh¢ con han ché, phu thudc rat 16m vao cong ngh¢ nudc ngoai, nudc ta
dang d6i mat véi nhiéu thach thirc trong bao dam an ninh mang va phong, chong
t6i pham str dung cong nghé cao. Pién hinh 1a:

- Nguy co mat tu chi, bi 18 thudc vao cong ngh¢ nudc ngoai, tut hau;

- Thach thtre tir cac cudc tan cong mang nham vao co sé ha tﬁng thong tin
trong yéu qudc gia; cling nhu cong tic bao dam an ninh hé thong mang thong tin
trong yéu tai cac co quan, bo, nganh chua dugc quan tim dung muc: Cong tac
phong ngtra, ddm bao an ninh hé théng mang tai mot s6 co quan, don vi chii quan
chua duoc quan tAm trién khai dung murc, cong tac kiém tra, danh gia an ninh hé
théng mang chua duoc chu trong; viéce dau tu hé théng ky thuat, giai phap bao
dam an ninh, an toan chwa dong bd, chwa dép tmg yéu cau dit ra.

- Nguy co Mang x3 hoi xuyén bién gi6i tac dong tiéu cuc dén vai tro cia
co quan truyén thong chinh thdng trong nudc: Phat hién gan 5.000 muc tiéu trong
diém dang tai hon 116.200 tin, bai viét goc chong pha, thu hut hon 364 tri¢u nguoi
xem, binh luan, chia sé¢; Hoat dong bédo chi va cac phuong tién truyén thong cham
d6i méi vé hinh thire truyén thong

- To1 pham mang, t6i pham st dung cong nghé cao cé xu hudng gia tang
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Trong nam 2022, béng cac bi¢n phap nghi€p vy, cuc An ninh mang A05 da
phat hién 3,09 triéu thu dién tir ltra ddo dinh kém dudng dan, tép tin ma doc dugc
phat tan trén mang tai Vi¢t Nam, nhiéu nhét trong cac nudc khu vuc chau A -
Thai Binh Duong; hon 7.394 thiét bi camera Hikvision tai Viét Nam ton tai 10
hong bao mat cho phép tin tic truy cp trai phép camera ctia nguoi dung ca nhan,
t6 chirc; 261 may chu phan mém quan 1y dit liéu ké toan cua cac co quan, doanh
nghiép tai Viét Nam bi l1ay nhiém cac bién thé ma doc téng tién, duogc phat tan tur
6.000 dia chi IP cta tin tic. Pang chl y, qua cong tc bao dam an ninh hé thong
mang thong tin qudc gia, phat hién 16 hong bao mét nghiém trong trén Cong dich
vu cong truc tuyén cua Bo Cong an, B Thong tin va Truyén thong, va 32 UBND
tinh/thanh phd do Tap doan Buu chinh Vién thong Viét Nam (VNPT) phat trién
cho phép tin tic khai thac, danh cap thong tin, dit liéu cua nguoi dan dang ky hd
so dich vu cong.

Tai cac dién dan trén khong gian mang, thong tin, dir liéu cia cac co quan,
td chire, ca nhan bj rao ban cong khai: 3,9 triéu ban ghi dit li¢u ctia gido vién, sinh
vién, hoc sinh Viét Nam; 6,2 tri¢u ban ghi dit liu lién quan viéc dat vé may bay
cua cac khach hang Hang hang khong Vietjet Air; 1,2 tri¢u thong tin khach hang
ctia Cong ty C6 phan ching khoan VNDirect; 600 nghin ban ghi dit liéu ctia mot
Cong ty thoi trang tai Viét Nam; co s¢ dir li€u ca nhan cua 50 nghin cu dan khu
do6 thi Ecopark; dir 1iéu ctia Hoc vién Canh sat nhan dan.

Céc chuyén gia cho biét, tinh dén thang 6/2023, Viét Nam xép thir 12 trén
thé gidi vé ty 18 nguoi dung Internet; s6 luong thué bao di dong duoc dang ky 1én
dén hon 156 triéu thué bao; xép hang thtr 25 vé chi s6 an toan, an ninh mang toan
cau (do Lién minh Vién thong qudc té ITU cong bd). Tuy nhién, theo thong ké
ctia cac hang bao mat qudc té, Viét Nam nam trong nhom 3 qudc gia bi tn cong
mang nhiéu nhét tai khu vuc chau A - Thai Binh Duong; chi riéng 6 thang dau
nam 2023, cac co quan churc ndng da phat hién gﬁn 17 triéu canh bao diu hiéu
hoat dong tan cong mang (ting 240% so véi cung ky ndm 2022), trong d6 c6 208
hé théng thong tin cia co quan Nha nudc, cac bg, ban, nganh bi tin tac tan cong
nham muc dich danh cép thong tin, dir li€u, tai licu BMNN thudc nhiéu linh vuc.
Nbi 1én 14 cac chién dich tn cong mang nguy hiém ciia c4c tin tic c6 ngudn gbc
tir nude ngoai, sir dung 15 bién thé ma doc nguy hiém, trong d6 co cac loai ma
ddc hién dai, c6 kha nang vo hi€u hoa cac phﬁn mém bao vé dé “nam vung” lau
dai, tham nhap sau vao céac h¢ théng, dang cht y c6 su cau két, moc ndi gifra tin
tac trong va ngoai nudc.

Co quan chitrc ning ciing phat hién hon 4.000 ngudn khai phat thong tin
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xau doc, thu hat hon 82 triéu luot tiép can, twong tac thong tin, chu yéu trén cac
nén tang mang xa hoi, vdi hang nghin tai khoan, “hoi nhém” c6 hang triéu luogt
nguoi theo dbi. Tinh trang 16, mat tai liéu BMNN trén khong gian mang tiép tuc
dugc phat hién, trong 3 ndm qua, co quan churc nang da phat hién, xu Iy hon 150
vu viée voi 710 dau tai lidu bi 19, trong d6 c¢6 nhiéu tai liéu thudc danh muc tai
liéu mét, toi mat, tuy¢t mat. Trong 6 thang dau nam 2023, da phat hién 25 vy dang
tai, truyén dua thong tin, tai liéu BMNN trén khong gian mang voi 58 dau tai liéu
mat; hon 200 GB dit liéu noi b, tai li€u nhay cdm cua cac co quan, don vi thudc
cac bo, nganh, dia phuong bi 16 lot, rao ban trén cac dién dan, hoi nhom.

Trong thoi gian qua, B Cong an phét hién hang tram c nhan, t6 chirc lién
quan ban dir liéu ca nhan. Mot s6 dudng dy chiém doat, mua ban dir liéu quy
mo 16n tai Viét Nam di bi phat hién, dau tranh, xt 1y. S6 luong dit liéu c4 nhan
bi thu thap, mua ban trai phép phat hién dugc 1én t6i gan 1.300 GB, trong d6 c6
nhiéu dir liéu c4 nhan ndi bo, nhay cam.

3. Mot s6 phuong thirc, thii doan ciia tdi pham tan cong mang gay 19,
lot, mat bi mat nha nwéc

Thoi gian qua, tinh hinh an ninh mang trén thé gidi va trong nudc tiép tuc
di&n bién phuc tap. Xuat hién ngay cang nhiéu cac vu tin cdng mang khai thac 15
hong bao mat cac ting dung nham xam nhap hé thong may tinh cua cac co quan
va ¢4 nhan; phat tan ma doc quy mé toan cau véi muc tiéu tin cong da dang,
khéng tap trung. Cac nhom tin tac loi dung tinh hinh phic tap cta dich bénh hau
Covid-19, xung dot Nga-Ukraine, Israel-Palestins, cong cudc cai cach bo may
hanh chinh cua Nha nuéc ta dé tin cdng mang bang cach tao ra cac tng dung truy
vét, gui thdng tin, tai liéu gia mao dé phat tan ma doc. Nhiéu vu 16, ro ri théng
tin, dit liéu nhay cam tiép tuc duoc cong bb hoic rao ban cong khai trén cac dién
dan. Mot s6 vu viéc ndi bat nhu:

Khai thac 16 hong bao mat (Zero-day) mot sé dich vy, ang dung phé bién;
thiét bi dinh tuyén ton tai 15 hdng bao mat;

Gia mao théng tin vé dich bénh COVID-19, xung dot Nga-Ukraine, Israel-
Palestins dinh kém m3 doc phat tan toi cac co quan, to chuc;

Rao ban dit liéu caa 1 ty cong dan Trung Quéc hay dit lidu c& nhan cua 30
triéu sinh vién, hoc sinh Viét Nam...

Véi toe do phat trién va ang dung cong nghé thong tin nhanh chéng nhu
hién nay, tinh hinh an ninh mang cua Viét Nam sé& tiép tuc c6 nhiéu dién bién
phic tap, toi pham mang tiép tuc gia ting, hoat dong rong khap trén moi linh vuec,
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trong d6 ¢ nhiéu vu 1am 19, lot va mat BMNN.

Qua d6, phat hién cac nhom gian diép mang si dung nhiéu phwong thirc
tan cong, Xam nhdp tinh vi da dang, cd nhan héa theo doi twong, nhu:

Gui thu dién tir gia mao, nhin tin lra dao théng qua mang x& hoi
(Facebook), SMS; dan du kich hoat ma doc trén cac thiét bi dién tu;

Khai thac 16 hdng bao mat cua cac (ng dung vian phong dé cai cam ma doc
Va0 CAc tép tin vin ban va cac phan mém tng dung phd bién;

Tan cong chiém quyén diéu khién thiét bi dinh tuyén, chuyén hudng truy
cap mang dén may chii chira ma doc;

Khai thac céc 16 hong bao mat trén trang, cong thong tin dién tir cong khai
trén mang Internet; leo thang dac quyén, xam nhap vao hé théng mang noi bo,
chiém doat thong tin, tai liéu;

Tan cong thiét bi dién tir ciia quan tri mang, tir 6 kiém soat may chii quan
tri mién (Domain Controller), lya chon muc tiéu may tram dé 18y nhiém ma doc:

Tan cong kiém soét hé théng quan 1y ma doc tap trung, loi dung chinh hé
théng nay vao hoat dong phat tan ma doc, kiém soat cac may tram trong toan bo
hé théng mang;

Lay nhiém ma doc vao cac thiét bi ngoai vi (USB, Camera, dién thoai théng
minh) dé thu thap thdng tin, tai liéu trong mang dong (khong két néi véi Internet).

Bén canh d6, cac nhom tin tac, gian di€ép mang nudc ngoai cling thuong
xuyén nghién cizu i#ng dung ky thudt méi vao phat trién cdic dong ma djc
chuyén bigt:

Kich hoat ma doc bang cac tép tin “sach” co chit ky s6 hop 1¢; tai va thuc
thi tién trinh ma doc trén bo nhé tam, khong luu ma doc trén 6 cing;

Téi wu va don gian hoa ma doc (khong thuong tra trén may tinh, dién thoai
nan nhan ma chi nam ving & mot sd vi tri nhat dinh, sir dung cac doan ma khong
doc hai nhu 1énh tim kiém, sao chép, nén tép tin dé qua mat tuong ltra, phan mém
bao mat);

Ma doc sir dung tri tué nhan tao (Al) tu dong lay nhiém va hoat dong ma
khong can két néi may chu diéu khién trong cac mang noi bo; tim kiém cac két
ndi déng thoi ca hé thong mang noi bo va mang Internet dé chuyén dit liéu ra
ngoai Internet.

Sau khi x&m nhap, chiém quyén diéu khién thanh cong thiét bi dién tur, cac
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dong ma déc déu cé tinh ning thuc hién thi doan gidn diép mang: tim kiém,
danh cip thong tin, tai liéu; chiém doat tai khoan mang xa hoi (tai khoan/mat
khau); gidm sat qua trinh sir dung thiét bi (kich hoat micro, camera dé chup man
hinh, quay video, ghi &m moi trudong xung quanh, xac dinh vi tr). Di véi cac
may tinh trong mang noi bo, khdng két ndi Internet, gian diép mang sir dung ma
ddc nhiing tri tué nhan tao tu dong thu thap théng tin vé hé thdng mang, 1y nhiém
sang cac may tinh trong mang; thu thap théng tin, tai liéu, lva chon muc tiéu lam
diém trung chuyén, luu vao thu muc an trong thiét bi luu trir ngoai (USB, camera,
dién thoai thong minh), doi dén khi khi cac thiét bi nay két ndi may tinh Internet,
dix liéu s& chuyén vé may chi & nudc ngoai.

I1. TINH HINH LO BMNN TREN KHONG GIAN MANG O VIET
NAM THOI GIAN QUA

1. Lo BMNN qua ding tai cong khai thong tin, tai ligu BMNN trén cac
website, cong thong tin, trang tin dién tir

Trong nhitng nim gan day, tinh hinh 16 BMNN qua ding tai céng khai
théng tin, tai lieu BMNN trén cac website, cong thong tin, trang tin dién tir O
chiéu hudng gia tang. Theo thong ké caa Bo Cong an, trong giai doan 2016-2024,
c¢6 hon 1000 vy 16 BMNN, trong d6 c6 nhiéu vu xay ra do diang tai cong khai
thong tin, tai licu BMNN trén c4c website, cong thong tin, trang tin dién tir.

Pay 1a dang 16 BMNN trén khong gian mang xay ra phd bién nhit thoi
gian qua. Chi tinh riéng nam 2022, lyc lugng chirc ndng da phat hién 58 vu 1
BMNN trén trang thong tin dién tir, cong thong tin dién tir ciia cic co quan ban
nganh trén tong s6 86 vu 16 BMNN trén mang Internet (chiém 57,57%). Trong
do, tap trung chil yéu & cac co quan, don vi cdp co s& (cap huyén chiém chiém
37%, cap tinh chiém 58%, cap Trung wong chiém 5%. Nam 2023, Cuc A05 da
phat hién 33 vu dang tai, truyén dua tai lieu BMNN (tdng 22% so véi nam 2022),
véi 65 dau tai lieu (17 Toi mat, 38 Mat, 10 tai liéu noi bo) trén cac trang, cong
TTDT cta mot s6 co quan, don vi.

Vé noi dung BMNN bi 16: Qua nghién ctru cac vu 10 BMNN theo dang nay
cho thidy, BMNN 16 theo dang nay chu yéu cac thong tin thuoc mirc d6 mat va tdi
mat phan anh vé chu truong, chinh sach cua Pang, Nha nudc nhu nam 2016,
trang thong tin dién tr Uy ban nhan dan huyén Triéu Phong, Quang tri diang tai
cac van ban cua Uy ban nhan dan huyén chi dao vé bao c4o tinh hinh thyuc hién
Nghi quyét Hoi nghi 1an thir 4 Ban Chap hanh Trung wong Dang khéa X vé Chién
lugc bién Viét Nam dén nam 2020, van ban s6 19/BTNMT-TCBHDVN ngay
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25/02/2016 ctia B6 Tai nguyén va Méi trudong tinh Quang Tri (tai liéu Mat); thong
tin phan 4nh vé phuong an, ké hoach, két qua cong tic dam bao an ninh, quéc
phong trén cac dia ban. Vi du nhu trang thong tin dién tor Bao hiém xa hoi tinh
Binh Thuan d3 dang tai Ké hoach s6 394/KH-BCH ngay 6/4/2014 ctia Ban Chi
huy Quan su thanh phd Phan Thiét vé viéc “T6 chic luc luong san sang chién
dau bao vé cao diém II nam 2015 hay cong thong tin dién tir thanh phd Lao Cai
da dang tai K& hoach sd 54/KH-UBND ngay 20/02/2017 vé dién tap chién du
phong thi1 xa Pong Tuyén nam 2017.

Cac BMNN bi 16 theo dang nay chu yéu 1a cac vin ban c¢6 chira ndi dung
BMNN dugc diang tai nguyén van dudi dang file (.doc) (chu yéu la cac ban du
thao ctia van ban), file PDF hodc file dang anh (.jpg, jpeg) dang tai trén cac cong
thong tin, trang tin dién tir clia cac co quan, don vi, thudng khong dong dau xéac
dinh d6 mat trén van ban.

C6 nhiéu nguyén nhan dan dén tinh trang nay, trong d6 nguyén nhan chi
quan la do y thic trach nhiém cua mot bo phan can bg, cdng chic, vién chac
trong thuc hién cong tac bao vé BMNN con chua cao. Mot s6 can bo, cdng chic,
vién chtrc chua nam viing cac quy dinh ctia phap luat vé bao vé BMNN, chua c6
y thirc bao vé thong tin, tai lieu BMNN, tham chi con chii quan, lo 13, mat canh
giac trong viéc quan ly, si dung thong tin, tai licu BMNN. Ngoai ra, cap uy, thu
trudng cac co quan, don vi trén chua quan tim ding mirc dén cong tac bao vé
BMNN, chua t6 chirc quén triét nghiém tc cac quy dinh cta phéap ludt vé bao vé
BMNN. C4 biét, c6 nhitng dong chi lanh dao truc tiép thim duyét ndi dung dang
tai trén cac cong thong tin, trang tin dién tir ciing khong nam rd quy dinh cta phap
luat vé bao vé BMNN, phé duyét cho phép dang tai cac bai viét c6 chtra ndi dung
thudc pham vi BMNN Ién Internet.

Nguyén nhan khach quan 1a do su phét trién manh mé caia céng nghé thdng
tin va truyén thong, dac biét 1a mang internet. Viéc dang tai théng tin, tai liéu trén
mang internet rat dé dang va nhanh chéng, chi can mét chiée dién thoai théng
minh 1 c6 thé ghi am, ghi hinh, chup anh thong tin, tai liéu BMNN.

Céac vu 16 BMNN qua ding tai céng khai thdng tin, tai liéu BMNN trén cac
website, cong thong tin, trang tin dién tir d3 gy ra nhiéu hau qua nghiém trong,
anh huong dén an ninh quéc gia, trat tu an toan xa hoi, gay thiét hai vé kinh té,
uy tin caa co quan, t6 chirc, ca nhan.

Vi du:

- Vu viéc mot can bo thuoc Bo Qudc phong ding tai théng tin, tai lidu
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BMNN trén trang ca nhan Facebook nam 2017. Trong vu Viéc nay, can by da
dang tai mot sé thong tin, tai liéu BMNN vé hoat dong cua luc lwgng vii trang 1én
trang ca nhan caa minh.

2. Lo BMNN qua sir dung dich vu thw dién tw giri, nhan tai lieu BMNN

Thoi gian qua, lyc luong chirc nang da phat hién nhiéu vu 16 BMNN thong
qua viéc st dung dich vu thu dién tr gui, nhan tai licu BMNN.

Vé noi dung BMNN bi 16 chu yéu la cac phuong an, ké hoach, bao céo két
qua hoat dong cia mdt co quan, t6 churc, mot nganh, mot linh vyc thudc pham vi
BMNN. Trong d6, céc tai liéu BMNN thuong duoc giri bang file word (.doc), file
pdf thong qua céac dia chi mail cua mot s6 nha cung cép dich vu phé bién & Viét
Nam nhu Gmail hodc Yahoo Mail. Vi dy, nhu nam 2017, ¢6 cd nhan da st dung
dia chi mail Impettuan@gmail.com giri qua hop thu cong vu cua lanh dao cac
don vi, dia phuong trong huyén Ham Thuan, tinh Binh Thuin c6ng van )
663/UBND-NC ngay 24/3/2017 ctia UBND huyén Ham Thuén vé viéc ngan chin
hoat dong ta dao Phap Luan Dai Phap (tai liéu Mat). Hay nhu nam 2008, Tinh uy
bak Nong gui tai licu “Phan tich mot s6 thu doan kich dong, chia r€ dan tdc cua
cac thé lyc thu dich trén dia ban tinh Piak Noéng” qua mail dén hop thu
bachtt26@vnn.vn. Sau d6 tai liéu nay duoc gtri dén 18 doanh nghiép va ca nhan
& nhiéu tinh, thanh trong nudc.

V¢ hinh thire ton tai cia BMNN bi 10 qua gui, nhan thu dién tr chu yéu la
cac ban du thao, chua dugc xac dinh d0 mat. Tuy nhién, can cr vao danh muc
BMNN d3 ban hanh, c¢6 thé xac dinh dd mat cho céc tai liéu nay bao gém ca 03
murc d6 12 Tuyét mat, T6i mat va Mat.

Nguyén nhin cht yéu dan dén tinh trang 16 BMNN qua st dung dich vu
thu dién tir 1a do cac c4 nhan nguoi dung khong tuan thu quy dinh cta phép luat
vé bao vé BMNN trong guri, nhan tai liéu. Theo quy dinh: “N61 dung BMNN néu
truyén dua bang phuong tién vién thong va may tinh thi phai dugc ma hoa theo
quy dinh cua phap luat vé co yéu”. Tuy nhién, khi giri cac tai liéu BMNN qua
dich vu thu dién tir, nguoi dung lai khong thuc hién thao tdc ma hoa theo dung
quy dinh cta phap luat vé co yéu dan dén dé 10 BMNN.

3. Lo BMNN qua céc trang mang xa hoi

Tirnam 2015 dén nay, lyc luong an ninh mang da phat hién va xir Iy nhiéu
vu 10 BMNN qua cac trang mang xa hoi, trong d6 co6 da phﬁn la cac vu 10 BMNN
qua trang mang xa hoi Facebook, Zalo, Telegram... Két qua nghién ctru cac vu 16
BMNN qua mang xi hoi cho thay:
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Vé cac tai khoan mang xa hoi facebook dang tai néi dung BMNN bao gom
tai khoan cta ca nhan va trang fanpage. V& fanpage, chu yéu 1a cac trang cua cac
t6 chirc khung bd, to chirc phan dong nhu tai khoan facebook “Viét Tan” cua to
chtrc khung bd Viét Tan, tai khoan facebook “Con duong Viét Nam” ctua t6 churc
phan dong “Con dudng Viét Nam”; “Nhat ky yéu nude”, “Léu cua day to”. ..

Vé tai khoan c4 nhan dang tai cac ndi dung BMNN chi yéu 13 cia mot sé
d6i twong chéng ddi, c6 quan diém trai chiéu véi Pang, Nha nude nhu tai khoan
facebook “Chinh minh” ctia ddi twong phan dong Pham Vin Troi, tai khoan
facebook “Da Thao” cua d6i tugng Nguyén Thi Da Thao, (d6i trong c6 mdi quan
hé mat thiét voi Nguyén Vin Ly, thanh vién t6 chirc phan dong “Hoi anh em dan
chu”)... Céac chu tai khoan mang xa hoi trén dang tai ndi dung thudéc pham vi
BMNN 1én cac trang mang xa hoi déu nham muc dich tuyén truyén, phé hoai chu
trwong, chinh sach ciia Pang, Nha nudc phuc vu 4m muu, y d6 chong d6i cia
chung. Pién hinh nhu, thang 7/2017, tai khoan facebook “Viét Tan” ctia to chirc
khung bd Viét Tan da ding tai bai viét “Toan phu nir, tré con, ngudi gia, néu sai
luat thi bat bo tu, sao lai c6 hanh dong bi 6i nhu vay?”’; dong thoi trich dan dudng
link c¢6 anh chup Ké hoach s6 06/KH-UBND ngay 08/9/2016 cuia Uy ban nhén
dan huyén Quy Hop, tinh Nghé An vé phong ngira, ddu tranh, ngin chin hoat
dong Phap Luan Cong trai phép trén dia ban huyén Quy Hop (tai li¢u thude do
Mat); hay facebook “Da Thao” cta d6i twong Nguyén Thi Da Thao da dang tai
cong vin sd 812/CAT-PA8L, ngay 27/2/2017 ctia Cong an tinh Thira Thién Hué
dé nghi giam ddc cac Ngan hang chi dao ra soat, theo ddi hoat dong chuyén, nhan
tién ctia 10 c4 nhan co tén trong danh sach kém theo lién quan dén hoat dong cac
ddi tuong pham toi trén dia ban, trong dé co ddi tuong Da Thao (Cong van thudc
do Tuyét mat).

Ngoai cac dang tai khoan mang xa hoi & trén, ciing c6 mot s6 ca nhan
chua nhan thirc duge day da vé cong tac bao vé BMNN, khong biét noi dung
thong tin minh thu dugc 1a BMNN da vo y dang tai 1én trén cac trang mang xa
hoi nhu truong hop ba Nguyén Thi Thu Hién da sir dung dién thoai di dong quay
tru s& Cong an phuong Hop Giang, thanh phd Cao Béng, tinh Cao Béng rdi dang
tai trén tai khoan facebook ca nhan “Triéu Hoang Ky (Tru s& Cong an phuong
Hop Giang, thanh phé Cao Bang dugc xac dinh 1a khu vuc cam).

Vao ngay 7 thang 7 nam 2023, khoang 8 gio sang, trén mang xa hoi da
xudt hién hinh anh chup dé thi mén Ngir vin cua ky thi tot nghiép Trung hoc
Pho théng nam 2023. Trudc tinh hinh nay, B6 Gido duc va Pao tao di khan
truong chi dao cac don vi lién quan xac minh, lam rd. Qua xac minh, B§ Gido
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duc va Pao tao xac dinh, dé thi mén Ngir van bi 10 do mdt can bd coi thi tai
diém thi Truong Trung hoc phd thong Chuyén Hoang Vian Thu, tinh Cao Bing
da chup anh dé thi va giri cho mot nguoi khéc.

4. Mot sb ca nhan, té chirc 1ap website mua, ban, trao déi tai liéu
BMNN va 1o BMNN trén cac trang bao dién tir

Tinh dén cudi nam 2023, luyc lugng an ninh mang da phat hién nhiéu
website do c4c ca nhan, té chic 1ap ra dé mua bén, trao d6i tai liéu thuoc pham
vi BMNN nhu cac website http://nonghoc.com; http://123doc.org;
http://luanan.nlv.gov.vn; http://thuvienphapluat.vn; http://thukyluat.vn ...

BMNN dugc cac website trén diang tai cong khai mua ban, trao d6i chu
yéu 1a céc tai lisu BMNN trén linh vuc quéc phong, an ninh (luan vin, luan an,
dé tai nghién ciu khoa hoc...). Pién hinh nhu tai khoan c6 tén “Nguyén Ha Vii”
dang rao ban tai liéu nghiép vu tinh bao “Tim hiéu cac khia canh tam ly vé dong
co c¢ong tac cua luc luwong bi mat véi co quan tinh bao, y nghia cua viéc nghién
clru van dé vai cong tac xay dung, tuyén chon va lanh dao st dung luc lugng bi
mat cua co quan tinh bao” trén website http://123doc.org. Cac noi dung BMNN
duoc dang tai cong khai theo dang nay con la cac van ban thugc pham vi BMNN
khac nhu websitehttp://thuvienphapluat.vn; http://thukyluat.vn dang tai cong
khai tai liéu Thong tu s6 01/2011/ANTT-BCA ngay 18/01/2011 cua Bo Cong
an vé hoat dong vil trang canh gac bao vé muc tiéu caa luc lwong Canh sét bao
vé (tai licu Mat).

Ngoai ra, co quan chtc nang cua Bd Cong an ciing phat hién nhiéu vu 16
BMNN qua bao dién tir,

Pién hinh nhu ngay 16/4/2017, lyc luong An ninh phat hién trén trang
www.http://phapluatplus.vn dang tai bai viét “Coéng an Ca Mau rat kinh nghiém
sdu sic vu cong dan bi cAm xudt canh” ciia phong vién Ngoc Long kém theo 1a
ban anh Cong vin s6 56/A62.C3-P6 ngay 12/4/2017 ciua A62; trudng hop Bao
dién tir Nguoi dua tin, HO1 Luat gia Viét Nam dang tai bai viét “xam hai tinh duc
tré em Thiéu tuéng H.S.T Ién tiéng” sir dung hinh anh déng chi H.S.T va trén ban
lam viéc c6 ban tin BP3 cuia nganh (tai liéu Tuyét mat) hay truong hop Bao dién tur
Vietnamnet dang tai bai viét “Nhap siéu Trung Qudc ting 160 1an:15 nim bé tay?”
c6 nhiéu nodi dung tring khép véi ban dy thao bao cao “Tinh hinh quan hé thuong
mai Viét Nam - Trung Quéc va van dé nhap siéu va giai phap kiém ché nhap siéu”
dang dugc Bo Cong thuong xay dung (tai li¢u dugc xac dinh thude do Mat).

Nguyén nhan cuaa viéc dé xay ra cac vu 16 BMNN theo dang trén I do
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cac cé nhan, to chutrc da loi dung so ho trong cong tac quan ly, st dung BMNN
ctia ngudi co trach nhiém, nhat 1a sb giang vién, hoc vién, can bo quan 1y trong
cac trudng cao dang, dai hoc, can bo trong c4c vién, trung tam nghién ciu nam
gitt BMNN dé thu thap, dang tai trén cac website nham muc dich thu lgi vé kinh
té.
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CHUONG 3. KY NANG PHONG, CHONG LOQ, MAT Bi MAT NHA
NUOC TREN KHONG GIAN MANG

I. CAC NGUYEN TAC VA GIAI PHAP PAM BAO AN NINH, AN
TOAN THONG TIN

1. Céc nguyén tic co ban dam bao an ninh, an toan thong tin cho ngudi
dung
a. Cac nguyén tdc co ban &p dung khi s dung cac phan mém

Viéc cap nhat phan mém dinh ky 12 mot bién phap quan trong trong cong
tac dam bao an ninh mang, gdp phan phong ngira va ngin chin cac hanh vi xam
nhap trai phép cua tdi pham cong nghé cao. Nhiéu dbi tuong tin cong mang da
loi dung 16 hong bao mat tir cac phan mém cii dé xam nhap hé thong, danh cap
dir liéu hoac thyuc hién hanh vi pha hoai. Nhiing 16 héng nay chi co thé duoc khic
phuc thong qua céc ban cap nhat bao mat tir nha phat trién.

Phan mém hién dién trén nhiéu nén tang, tu h¢ diéu hanh Windows, macOS
trén may tinh ca nhan, dén Android, i0S trén thiét bi di dong, tham chi ca cac
thiét bi mang nhu bo dinh tuyén va hé théng nha thong minh. Do d6, dé dam bao
an toan thong tin, ngudi ding can thudng xuyén kiém tra cp nhat phan mém va
cai dat ngay khi co phién ban méi nham giam thiéu riii ro bi tdn cong mang.

Trong mot sb truong hop, cac ban cap nhat c6 thé duoc cai dit ty dong,
gitp han ché nguy co bi tin cdng mang do sir dung phan mém 13i thoi. Cac hé
diéu hanh nhu Windows, macOS va trinh duyét Google Chrome, Firefox.. da tich
hop tinh ning cap nhat tu dong dé dam bao nguoi dung ludn st dung phién ban
mai nhat véi cac ban va bao mat quan trong.

Bén canh viéc cap nhat hé diéu hanh, can cha trong dén cac phan mém va
ing dung thuong xuyén sir dung trén may tinh, dic biét 1a cac phan mém lién
quan dén truy cap Internet va xt Iy dit liéu nhu trinh duyét Web, phan mém doc
PDF, Microsoft Office,... Pay la nhitng phan mém dé bi tin tic khai thac néu
khéng dugc cap nhat kip thoi, tiém an nguy co mat an toan thong tin va ro ri di
liéu quan trong.

b. Cac nguyén tic ap dung ap dung khi si dung, cau hinh qudn Iy mdt
khdu

Trong thoi dai s6, hau hét nguoi dung déu can tao tai khoan dé sir dung cac
dich vu truc tuyén trén Website va tng dung. Viéc truy cap cac tai khoan nay doi
hoi phai ¢6 mat khau, tuy nhién, nhiéu nguoi gip kho khin trong viéc ghi nhd
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nhiéu mat khau khac nhau. Do d6, ho c6 xu huéng sir dung cung mot mat khau
cho nhiéu tai khoan, diéu nay tiém an nguy co mat an toan thong tin.

Viéc dung chung mat khau cé thé khién tai khoan c& nhan bi xam pham
nghiém trong. Néu toi pham mang chiém duoc mat khau tir mot trang Web hoic
tring dung, ching co thé d& dang xam nhap vao céc tai khoan quan trong khac nhu
tai khoan ngan hang, Email... gy thiét hai Ion vé tai chinh va dix liéu.

Nguoi ding can dit mat khau khac nhau cho tirng Website, tng dung va
dich vu. Viéc chi thay d6i mot chir sé hoac mot ky tu khong da dé bao vé tai
khoan, vi nhitng bién thé nay rat dé bi doan ra. Pé tang cuong bao mat, nén sir
dung cac phan mém quan Iy mat khau (Password Managers), gilp tao va luu trir
mat khau manh, giam nguy co bi tn cdng va ro ri thong tin ca nhan.

Phan mém quan ly mat khau:

Mot phan mém quan Iy tat ca cac password trong mot kho k¥ thuat sb c6
khoa bao vé va dam bao an toan cho ching bang mot password manh 1a password
chinh duy nhat. Bang cach nay, chi phai nhé mot password dé truy cap tat ca tai
khoan. Nhirng tng dung nay c6 thé dé dang sinh ra cac password phuc tap, nhu
6ur7qvsZpb0ZkcuSW1u!V8ng! L lb. Mot password nhu vay khdng thé doan duoc
va vd cling khé/khdng kha thi dé bé khoa trong thoi gian hitu han.

Céac phan mém quan ly password c6 thé ty dong dién thong tin ding nhap
Khi truy cap mot Website nguoi dung da tirng st dung va c6 password duogc Iuu.
Chi riéng chirc nang da giup bao vé khoi rat nhiéu céc tan cong. Néu nhu dia chi
Website khéng chinh xac, vi du: vidu.mybanklogin.com, ung dung quan ly
password s& khong dién thong tin ddng nhap website ngan hang vidu vao. Ciing c6
thé sir dung mot tng dung quan 1y password dé luu trit cac ghi chl (note), vi du
cac ma dang nhap, cac khoa bi mat va céu tra loi cho cac cau hoi bi mat.

Mot sé tng dung quan Iy password tét: LastPass, 1Password, Bitwarden
va KeePass.

LastPass: & ttng dung quan ly mat khau c6 rat nhiéu chirc ning, bao gdm
mot tng dung mé rong cho trinh duyét web dé sinh mat khau ngau nhién va dién
thong tin dang nhap cho nguoi dung.

- LastPass c6 c4c ung dung tot cho cac hé diéu hanh co ban thuong gap va
van hoat dong tét ngay ca voi phién ban mién phi. Phién ban cé phi cho mot
gigabyte dé luu trit tai liéu nhay cam va lua chon dé chia sé (share) password véi
nhitng ngudi dung LastPass khéac.
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Hinh 1. Phan mém LastPass

1Password: noi tiéng vai thiét ké dep va duoc t6i wu cho viéc sir dung trén
cac thiét bi cia Apple, nhu iPhone va Macbook. Ung dung ndy c6 mét ¢ing dung
mé& rong trinh duyét (extension) 1Password X cho phép sinh ra cac password ngau
nhién va dién chung vao khi ngudi ding truy cap cac website. Khi dang ky dich
vu cua 1Password, ngudi dung sé nhan dugc mot khoa bao mat dac biét (khoa bi
mat), nguoi ding can dung khda nay va Master Password dé c6 thé truy cap tai
khoan .

Bitwarden: da tré nén kha thong dung nhitng nam gan day. Pay 1a 1 tng
dung hoan todn ma, c6 thé cai dat trén nhiéu nén tang va c6 thé st dung mién phi.
Nguoi dung c6 thé chia sé password, mot chitc ning ma ngudi ding phai tra phi
dé sir dung trong hau hét cac ung dung quan ly password khac. Néu nguoi ding
muén chia sé¢ password véi nhiéu nguoi, ung dung sé thu phi 1 USD mét thang,
d6ng thoi dich vu cling s& cung cap 1 gigabyte chuaa dit liéu cho cac file . Nhiing
nguoi dung ranh ky thuat cé thé ty van hanh ha tang Bitwarden cho riéng minh.

KeePass: duoc xem la tng dung quan ly password an toan nhat, bai vi

nhiéu chuyén gia bao mat sir dung @ng dung nay va di tham gia 1am cho né an
toan hon vai kién thic chuyén mén cua ho.
Piém han ché 1a tng dung nay nhin kha cii (old-fashioned), giéng nhu mét tng
dung Windows XP. Tuy nhién, cong dong str dung KeePass co nhiéu 1ap trinh
vién ddy dam mé da lam nhitng tng dung dep hon véi KeePass, vi du MacPass
for MacOS. Mét lya chon tét khac 14 KeePassXC, vé nhiéu mit 1a mot phién ban
t6t va day du hon cho KeePass, va ciing thuong xuyén dugc cap nhat boi mot
nhom cé4c lap trinh vién day nhiét huyét.

Mat khau manh

Cac Website va tng dung thuong yéu cau sir dung mat khau cé chix va sé.
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Nhung mot password nhu thé nao 1a 1 password manh? Nhiéu ngudi nghi
P@ssword007 1a 1 password manh nhung trong thuc té, password nay kha dé
crack d6i véi cac hacker. Do 1a 1y do tai sao nén can nhic sir dung passphrase
(cum password) thay vi cac password duoc tao vai 1 tir don gian.

Cum password dai nhung d& nhd, 1a 2 diéu kién tién quyét cho mot
password manh. Mot passphrase nhu | eat 2 whole pizzas every week thi dé nhé
va kha kho dé dé crack. Ngoai ra, ciing nén st dung céc khoang trang trong cac
password; day la 1 lya chon ma ching ta thuong bo qua.

Ciing c6 thé tao mot password bang cach dat nhiing tir ngau nhién lai voi
nhau véi phuong phap Diceware véi 1 Wordlist tot da 16n. Diceware hién tai
gan nhu 12 phuong phap an toan nhat dé tao mot password ma nguoi ding cd thé
nhé duoc.

TOm lai, cach tot nhdt d@é lueu trir password:

+ Str dung mét phan mém quan ly password (password manager), nén la 1
trong cac phan mém duoc gigi thidu o trén.

+ Str dung mot passphrase hoic phuong phap Diceware dé tao password.

+ Viét xubéng password quan ly mat khau (master password/manager
password dé dang nhap password manager) va giit né & mot noi an toan, dam bao
rang khong bao gio mét kha ning truy cap password manager.

Str dung password manager dé sinh ra cic password co d6 dai tir 20 ky tur
tré 1én va dé password manager luu trit nhitng password nay.

Nhéng cach thire lwu giir password an toan khac

iCloud Keychain: 13 1 cach luu trir password néu ngudi dung chi tap trung
str dung céc san pham cua Apple. Keychain c6 thé sinh password va tr dong dién
password. Chire nang cua iCloud Keychain kha la gidi han so véi cac ung dung
quan ly password khéac. Néu sir dung iCloud Keychain it nhat nguoi dung can st
dung mot password manh va xac thuc 2 yéu té (da nhan té) cho tai khoan iCloud.

Luu trong trinh duyét: Cac trinh duyét nhu Chrome va Firefox cho phép
luu password trong trinh duyét nhung str dung mét tng dung quan ly password
1a 1 lya chon tét hon.

Sé tay password: Giy va bat ¢ thé duge dung dé luu giit password. Hay
dam bao rang cac password duy nhat khac nhau va luu trit chding can than. Va
ludn nhé tao ra mot ban copy lam backup.
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Néu lo lang ngudi khac ¢ thé doc duoc password ghi trén gidy cua minh,
hay chu y khong dé moi nguoi ¢d thé tiép can dén s6 tay. Mot thu thuat hiru dung
nira 1a c6 thé them mot tir cd dinh vao password (khdng ghi ra tir ndy vao so tay
password, chi don gian 1a nhé nd). Néu ai d6 c6 thé tiép can sb tay password, it
nhat ho khdng thé sir dung password da viét ra, boi vi ching da thiéu mat mot
thanh phan quan trong da duoc nhd bang néo.

Cdp nhdt danh sach nhitng password d bi danh cdp

DU cho password c6 manh dén dau di nita, n6 ciing c¢6 thé bi danh cip.
Chinh vi vay, can kiém tra xem céc password di bi danh cap boi cac hacker chua.
C6 thé sir dung website Have | Been Pwned hd tro theo ddi cac Website di bi
hack ma tai khoan bi anh huéng va s& canh bao khi ¢é thong tin xuat hién. Nén
thuong xuyén 1am viéc kiém tra nay dé gitr an toan cho tai khoan.

'--have i been pwned?

Check if you have an account that has been compromised in a data breach

email address pwned? ‘

Hinh 2. Website: Have | Been Pwned

Néu dang ky véi website Have | Been Pwned, nguoi ding s& nhan duoc
thong bao mdi khi hé thdng website nay phét hién email nam trong danh sach cac
file chira théng tin tai khoan bi danh cap. Bang cach nay, sé biét chinh xéc nhiing
password nao da bi danh cap trong céc sy ¢6 do, dua vao thdng tin dich vu hay
website dd bi hacker xam nhap. Néu Have | Been Pwned tim thiy email nam
trong céc file bi danh cap, ngudi dung nén thay doi ngay password twong ng.

Xac thec Hai Yéu Té (Pa Nhin T6)

Dé gigi han 1am giam mutc do anh huong khi mot password bi danh cap,
nén sir dung xac thuc 2 yéu td (2FA, da nhan t) 1a mot phuong phap bao mat
hién dai. C6 thé kich hoat xac thuc 2 yéu t6 qua cac dich vu st dung, néu nhu
dich vu d6 hd trg xac thuc 2 yéu td. Sau khi dang nhap véi username va password,
ké tir bay gio s& phai thuc hién thém mot budc tha 2 khi dang nhap. Théng
thuong, dich vu cia website s& y8u cau nhap vao mi duoc sinh cho ngudi ding
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qua mot smartphone (dién thoai théng minh) bang cac wng dung authentication
hozc tin nhén tir dich vu.

Néu mot hacker tim cach co duge thong tin dang nhép, nguoi do sé€ can
phai ldy duoc ca md ding nhap duoc tao ra cho dién thoai ngay khi hacker thir
dang nhap tai khoan. Viéc nay tao kho khin cho hacker vi chung can truy cap
dién thoai hodc danh cap ma xac thuc duoc giri dén dién thoai.

Xéc thuc hai yéu td cling canh bao cho ngudi ding nhitng ¢b gang truy cap
tham nhap tai khoan, trong trudng hop password bi danh cap va ngudi dung nhan
duoc thong béo cua dich vu website vé viéc ¢6 nguoi ¢d gang truy cap tai khoan
véi password. Nho vy, nguoi ding s& biét duoc ¢ ai d6 da cd gang xam nhap
tai khoan.

Str dung website Two Factor Auth List dé kiém tra céc dich vu, tng dung,
website ndo da hd trg xac thuc hai yéu t6 (da nhan t6). Google, Apple, Facebook,
Instagram, WhatsApp va Dropbox déu di 1a cac dich vu hd tro cac chirc nang xac
thuc hai yéu té (da nhan tb).

+ MA x&c thyee qua tin nhan dién thogi

Nhan ma xac thuc qua tin nhan dién thoai rat don gian: ngudi dung link s6
dién thoai vao mot dich vu online va dién ma xac thuc dugc gui dén dién thoai
tuwong GNg VGi website hay app d6. Cha y 13 cac hacker c6 thé lay duoc cac ma
xéac thuc dang nhap bang céch can thiép vao qué trinh nhan tin nhin dién thoai
hoac str dung nhitng k¥ thuat lira dao. Vi vay, nhiéu chuyén gia da khuyén nghi
khong str dung xac thuc 2 yéu té qua tin nhan dién thoai ma thay thé bang phuong
thirc Xac thuc 2 yéu t6 khac an toan hon nhu st dung “ma x4c thuc qua cac (ng
dung Authenticator” cia Google chang han.

+ Ma xac thuc qua cac #ng dung authenticator

Mot cach an toan cho xac thyc hai yéu t6 1a sir dung mot tng dung
authenticator. Nhirng irng dung nay cho phép ngudoi dung scan mot QR-code la
mot barcode dé scan bang camera cua smartphone.

M& QR-code duoc cung cap boi dich vu ma nguoi dung mudn bao mat.
Sau khi scan QR-code, mot ma bao mat s& xuat hién trén man hinh trong vong 30
gidy, ngay sau d6 mot ma khac s€ dugc sinh ra.

Nhitng ma ngau nhién nay cho phép ngudi diing xac thuc viéc truy cap ,
dé dich vu online biét rang ngudi dung chinh 14 nguoi dang ¢b gang truy cap tai
khoan. 1Password, LastPass Authenticator, Authy va Google Authenticator déu
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sinh ra cdc ma nhu vay.

need your password and a code tha S
app will generate.

Hinh 3. Xdc thyc qua zng dung Authenticator

Cha'y rang khi str dung Google Authenticator, néu ngudi ding dé mat dién
thoai hoac néu tng dung Google Authenticator bi reset, ngudi ding sé mat tat ca
cac md xac thuc dang nhap trén dién thoai do. Nhitng tng dung authenticator
khac dugc nhic & trén cho phép ngudi dung dong bo cac ma xac thuc ding nhap
nay trén tat ca cac thiét bi ma ngudi dung sir dung @ng dung do.

c. C&c nguyén tic khi sao luu div liéu

- Sao luu (backup) 1a mét giai phap thiét yéu gitp bao vé dit liéu quan trong
khoi céc su cb bat ngd. Néu may tinh dot ngot hong hoc, dir liéu trén thiét bi co
thé bi mat vinh vién. Viéc xac dinh nhiing hinh anh, video, tai liéu quan trong
phuc vu cdng Viéc va ca nhan 1a budc can thiét dé dam bao nhitng dit liéu nay
duogc sao luu kip thoi.

- Backup khdng chi gitp bao vé dir liéu khi thiét bi gap su cb phan cung,
ma con 1a 16p phong vé truéc c4c rai ro nhu mat trém dién thoai, tin cong
ransomware khién hé théng bi khoa hoac khdng thé truy cap. Mot ban sao luu
day du va dinh ky sé& gitip ngudi dung nhanh chéng khéi phuc cong viéc, giam
thiéu ton that do mat dit lieu.

- Pé tang cudng an toan thong tin, nén thuc hién sao luu theo nguyén tic
3-2-1: giit it nhat ba ban sao dir liéu, luu trix trén hai loai thiét bi khac nhau (nhu
6 ctring ngoai, dich vu luu trit ddm may), va cé it nhat mot ban sao luu ngoai tuyén
dé dam bao dit liéu luon duoc bao vé trong moi tinh huéng.

- C6 thé tao cé4c ban backup online véi mét dich vu cloud nhu Dropbox,
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Degoo, pCloud va nhitng ban backup offline sir dung 6 cting roi gan ngoai. Hay
dam bao rang kiém tra thuong xuyén dinh ky cac file dugc luu trit van & dang vi
tri cua chling va van hoat dong tot.

d. Nguyén tdc s dung trinh duyét truy cdp Internet an toan

- Kiém tra biéu twong 6 khoa (va cac yéu té khac)

Biéu tugng 6 khoa trén thanh dia chi cua trinh duyét 12 dau hiéu cho thay
két ndi giira thiét bi ciia nguoi dung va website dang dugc ma hoa. Diéu ndy gidp
bao vé dit liéu ca nhan, nhu mat khau hay théng tin thé tin dung, khoi nguy co bi
t6i pham mang danh cap trong qua trinh truyeén tai.

Dé dam bao an toan, ngudi ding chi nén nhap théng tin nhay cam trén céac
website c6 biéu twong 6 khoa nay. Ngoai ra, dia chi website bat dau bang "https:/"
cho thay trang web sir dung giao thic bao mat SSL/TLS, giup tang cudng tinh
bao mat va giam nguy co bi tin cong danh cap dir liéu.

Tuy nhién, di mot trang web c6 "https:/", diéu d6 khong dam bao tuyét
d6i rang trang web do6 1a hop phap. Toi pham mang cé thé tao ra cac trang web
gia mao véi giao thirc ma héa nham danh lira nguoi dung. Do d6, can kiém tra ky
dia chi website, tranh truy cap cac lién két dang ngd va str dung cac cong cu bao
mat dé tang cudng bao vé thdng tin ca nhan.

4 A

> C @ https://www.

Hinh 4. Kiém tra dia chi trang web

Hay chu y dac bi¢t vao dia chi website va kiém tra réng dia chi do co6 chinh
xac hay khoéng.

Vi du:

Chinh xac: https://www.facebook.com (facebook.com 13 tén mién chinh)

Sai: https://www.facebook.tech (tech khong phai 1a phan mé rong tén mién dung)

Sai: https://facebook.login.net (login.net 13 tén mién chinh & day)

Sai: https://www.faceb00k.com (2 chit o da duoc thay thé bang 2 chit s6 0)
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2. C&c giai phap dam bao an ninh, an toan théng tin cho may tinh
a. Gidi phdp co ban khi cai dt cdu hinh may tinh an toan
- Kich hoat tw dong cdp nhat

Nhu nguot dung da co thé doan trude: viée cap nhat cho céc thiét bi rat
quan trong. D6 14 1y do vi sao chung t6i khuyén nghi hiy dé cac ban cap nhat cho
may tinh dugc ty dong cai diat. Windows va MacOS hd trg chiic ning nay, Google
Chrome ciing hd trg chtic ning twong tu.

Néu phan mém ngudi dung dung khong hd tro chtic ning tu dong cap
nhat hay thong bao cc ban cip nhat moi, hiy kiém tra tinh kha tin cua thong
bao c6 ban cdp nhat nay trude tién. Cac virus thuong lay lan qua cac thong
bdo, canh bao gia, vi du nhu 1a mdt ban update cho Adobe Flash Player. Nhitng
canh bao nay thuong xuat hién nhan nhan khi nguoi dung duyét web. Néu nhu
ngudi dung mudn dam bao rang théng bao d6 co thé tin tudng duoc, ngudi
dung hay vao chinh phan mém d6 va kiém tra thi cong xem liéu dd c6 mot ban
cap nhat hay chua.

- Cai dat lgi may tinh dinh ky

Pé duy tri hiéu suat va biao mat cho may tinh, nguoi ding nén thyc hién
cai dat lai hé diéu hanh sau mdi ba nam. Qua trinh nay bao gém sao luu dir licu
quan trong, x6a hoan toan o ciing, Va cai dit lai hé diéu hanh (Windows, macOS).

Viéc cai dat lai hé théng gilp:

+ Tang tdc mdy tinh: Loai bo cac tép rac, phan mém khong can thiét tich
tu theo thoi gian.

+ X06a bé phan mém doc hai: Giam nguy co bi tin cong boi virus hoic
phan mém gian diép.

+ Tao mdi truong hé thong sach s&: Pam bao chi c6 nhiing tmg dung can
thiét duoc cai dat lai, gillp may hoat dong 6n dinh hon.

Pé qua trinh dién ra an toan, hiy chac chan rang:

+ Sao luu dit liéu quan trong trudc khi x6a 6 cimg.

+ Tai xudng phién ban hé diéu hanh mdi nhat tir nguén chinh thirc.

+ Cai dat lai phan mém can thiét va tranh cai dit nhitng tng dung khong
r& nguoén goc.

Viéc cai dit lai mdy tinh theo chu ky khong chi giup duy tri hiéu suét toi
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ru ma con gép phan nang cao bao mat, giam nguy co bi tan cong bdi ma doc.
b. Cac gidi phap an toan diz ligu trén may tinh
- Cdc thiét bi é cirng di ddng va thiét bi thong minh

Trong cong tac bao vé dir liéu, mot phuong thice tin cong phd bién cia toi
pham mang la cai cam ma doc vao thiét bi luu trit di dong (USB, b cung di dong,
thé nhd...) va tim cach dé can bo, chién si vo tinh két ndi thiét bi ndy vao hé
théng may tinh cta don vi. Khi d6, ma doc c6 thé 1y lan, danh cap thong tin hodc
pha hoai dit liéu quan trong. Vi vay, tuyét doi khong sir dung céc thiét bi luu trit
khong 1o nguén géc, du l1a nhat dugc hay dugc tang. Néu bit budc phai kiém tra
thiét bi, hay chuyén cho bo phan an ninh mang hozc chuyén gia k¥ thuat dé kiém
tra trude khi st dung.

Bén canh d6, can can nhic ky trudce khi str dung cac thiét bj thong minh c6
két ndi Internet. Nhitng thiét bi nhu camera gidm sat, may in, router WiFi, tham
chi ca thiét bi gia dung thong minh c6 thé trd thanh diém yéu dé dbi tuong xau
xam nhap h¢ théng mang ndi bo. Td1 pham mang co thé loi dung cac 16 héng bao
mat dé kiém soat, theo ddi va danh cap thong tin tir nhitng thiét bi nay. Vi viy,
chi sir dung céc thiét bi thuc su can thiét, vu tién cac san phém c6 chuing nhan
bao mét cao va do cac hing uy tin cung cap. Pong thoi, thudng xuyén cap nhat
phﬁn mém, thay d6i mat khau mic dinh va ap dung cac bié€n phap bao mat nghiém
ngat dé han ché rui ro an ninh.

- X0a cdc tdp tin

Viéc x6a dir liéu thong thuong bang cach nhan Delete hodc don dep thung
rac khong dam bao réng dir liéu d6 da bi loai bo hoan toan. Cac tap tin van cé thé
dugc khoi phuc bang cac phan mém phuc hdi dir liéu, gay nguy co 1o ri thong tin
mat. Vi vay, khi xtr Iy céc tap tin quan trong, can bo, chién si can su dung cac
cong cu x0a dit li¢u chuyén dung dé dam bao dit liéu khong thé khoi phuc duoc.

Xoa dit liéu trén Windows

Str dung phan mém BleachBit, mot cong cu mi ngudn mé, dé x6a hoan
toan dir liéu trén 6 cting. BleachBit co thé:

+ Ghi d¢ 1én cac tap tin da bi x6a nhiéu 1an bﬁng thuat toan an toan.

+ Xoba sach bd nhé dém, file tam, lich st duyét web va cac déu vét con sot lai.

+ HO tro x0a dit liéu theo tiéu chuan DoD 5220.22-M (chuén x0a dir liéu

ctia B6 Quédc phong My).
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Hudng dan xoa dit liéu an toan bang BleachBit trén Windows:

+ Tai va cai dat BleachBit tir trang chinh thirc.

+ Chay ung dung, chon ché d6 "Shred Files" hodc "Wipe Free Space" dé
ghi d¢ 1én dit liéu can xoa.

+ X4c nhan va tién hanh xéa dit liéu vinh vién.

Xoa dir liéu trén macOS

Mic du BleachBit c6 thé hoat dong trén macOS vd&1 mot s6 tinh chinh,
nhung Permanent Eraser 13 giai phap t6i wu hon. Ung dung nay st dung thuat
toan 35-pass Gutmann — mot trong nhitng phuong phap x6a dit liéu an toan nhat
hién nay.

Huéng dan xéa dit liéu an toan bang Permanent Eraser trén macOS:

+ Tai1 va cai dat Permanent Eraser.

+ Kéo va tha céc tap tin vao ung dung dé xo6a vinh vién.

+ Chd qua trinh x6a hoan tat, dam bao dir liéu khong thé khoi phuc duoc.
+ Xoa dit liéu trén thiét bi luu trit ngoai (USB, 6 ctng di dong, SSD)

+ Pdi v6i 6 HDD: St dung BleachBit hoac ciac cong cu nhu Eraser
(Windows) hoac Secure Empty Trash (macOS).

+ Pbi véi 6 SSD: Kich hoat 1énh ATA Secure Erase hodc sir dung phan
mém cua nha san xuat (Samsung Magician, Crucial Storage Executive...).

+ Pbi voi USB, thé nhé: Format theo phuwong phap Full Format va ghi de
dir liéu nhiéu lan bang BleachBit hodc Permanent Eraser.

c. Mgt sé gidi phap khi si dung trinh duyét web, s#ng dung
- Sir dung Google Chrome véi 3 #rng dung me rgng trinh duyét sau:

Hién nay, Google Chrome dugc danh gia 1a mot trong nhirng trinh duyét
an toan va than thién nhat véi nguoi dung. Ngoai ra, Firefox, Safari, va Microsoft
Edge ciing 12 nhitng lya chon tét. Tuy nhién, khdng nén sir dung Internet Explorer
do trinh duyét nay da 15i thoi va khong con duoc hd tro cap nhat bao mat.
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Goog/e chm

M)

- Ba tién ich mé réng can thiét dé bao vé trinh duyét:

Hinh 5. Trinh duyét Google Chrome

+ uBlock Origin - Chan quang cao va trinh theo doi

Ung dung nay gitip ngan chian quang cdo doc hai (malvertising) va céc
trinh theo ddi truc tuyén, bao vé quyén riéng tu cua ngudi ding. Khéng gidng
nhu Adblock va Adblock Plus, uBlock Origin khdong c6 mé hinh kinh doanh déng
ngd. Néu mudn hd trg cac website yéu thich, ngudi ding c6 thé thém ching vao
danh sach trang (whitelist) & quang céo trén cac trang nay van hién thj.

+ HTTPS Everywhere - Buoc két ndi an toan

Tién ich nay tu dong chuyén hudng ngudi ding dén cac phién ban HTTPS
cua website néu co, gitp ma hoa dir liéu va ngan chin cac cudc tan cdng trung
gian (Man-in-the-Middle). Néu hacker cé gang chuyén huéng ngudi ding dén
mot két ndi khdng an toan, HTTPS Everywhere s& chin hanh vi nay.

+ PDF Viewer - Doc file PDF an toan

To6i pham mang thuong gidu ma doc trong cac file PDF nham khai thac 16
hong bao mat cua Adobe Reader. Thay vi ma file bang phan mém nay, nguoi
ding nén st dung PDF Viewer dé ma truc tiép trong trinh duyét, gitp giam nguy
co bi tan cong. Firefox ciing hd trg mo PDF ngay trong trinh duyét ma khéng can
cai thm phan mém.

Cai dat ba tién ich mo rong nay sé giup trinh duyét an toan hon, bao vé
ngudi dung khoi quang céo doc hai, ltra dao truc tuyén va cac cudc tan cong
mang phd bién.
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- Tdt JavaScript va cac macro, kich hoat #ing dung fwong liza (firewall)

T6i pham mang thuong khai thac cac tinh nang dic biét trong phan mém
dé cai md doc vao may tinh. Do d6, dé ting cuong bao mat, ngudi ding nén vo
hiéu hoa cac chtrc ning khong can thiét, cu thé 1a:

+ Tat JavaScript trong Adobe Reader: Han ché nguy co bi khai thac théng
qua 15 hong bao mat trong céc tai liéu PDF chira ma doc.

+ Tdt Macro trong Microsoft Office: Giup ngan chin ma doc tir cac tép
Word, Excel ¢ chira macro nguy hiém.

Bén canh viéc vO hiéu hoa céac tinh niang dé bi tan cong, ngudi ding can
bat tuong hira (firewall) dé bao vé thiét bi khoi cac cudc tan cdng mang tir bén
ngoai:

+ Trén macOS: Bat firewall trong System Preferences — Security &
Privacy — Firewall. Néu mubn ting cuong giam sat, c6 thé st dung Little
Snitch, mot tng dung theo dbi cac két ndi Internet caa phan mém dang chay
trén hé théng.

+ Trén Windows: Tuong lra Windows Defender thuong duoc bat mac
dinh néu hé diéu hanh 1a phién ban cé ban quyén. Néu can giam sat siu hon cac
két ndi mang, nguoi dung c6 thé sir dung GlassWire.

+ Trén router: Néu router c6 ho tro firewall, hdy bat tinh ning nay dé ngan
chan cac truy cap trai phép ngay tur [6p mang.

- Tranh si# dung Flash dé bdo vé thiét bi khéi rii ro bdo mat

Adobe Flash ting 1a céng nghé pho bién dé hién thi video, game va noi
dung tuong tac trén trinh duyét. Tuy nhién, Flash da 15i thoi va tiém an nhiéu
nguy co bao mat, khién no tro thanh muc tiéu khai thac caa téi pham mang.

Khéng nén cai dat hoic sir dung Flash trén may tinh. Hau hét trinh duyét
d3 mic dinh vo hiéu hoa Flash va yéu cau nguoi dung kich hoat tha cong néu
thuc sy can thiét. Chi kich hoat Flash trén cac website hoan toan tin cay, va chi
khi ¢ yéu cau dac biét.

Hién nay, hau hét cac website dd chuyén sang cong nghé hién dai nhu
HTMLS5, gilp hién thi video, game va noi dung twong tac mot cach an toan hon
ma khdng can Flash.

Adobe d3 ngung hd trg Flash tir nim 2020 va khuyén nghi tat ca nguoi
ding g& bo hoan toan Flash dé tranh rai ro bao mat. Vi vay, néu may tinh van
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con cai dat Flash, hdy g& bo ngay lap tirc dé bao vé thiét bi khoi cac cudc tan cong
mang.

- Cha y céc Certificate (ching chi s6) dé ngdn chan theo dai trdi phép

To6i pham mang cé thé sir dung chiing chi sb (certificate) gia mao dé theo
ddi hoat dong cia nguoi ding, ngay ca khi ho dang duyét web qua két néi HTTPS,
Khi mot ching chi doc hai duoc cai vao may tinh hoac thiét bi di dong, hacker
c6 thé chin va doc toan b dir liéu ma nguoi dung gui di trén Internet, bao gdm
thong tin c& nhan, mat khau va di liéu tai chinh.

+ Thii doan pho bién:

Nan nhan thuong bi lra cai dat mot chang chi khi ¢ gang truy cap mang
WiFi cong cong hoic mot dich vu truc tuyén. Hacker ¢ thé yéu cau ngudi ding
tai va cai chiing chi dé "hd tro két ndi", nhung thyuc chat day 1a mot hanh vi tan
cong nham giam sat va danh cap thong tin.

+ Bién phép phong tranh:

e Khodng bao gid cai dit chiing chi chi dé truy cap Internet, dic biét
trén WiFi cong cong.

e Néu co yéu cau cai ching chi, hdy xac minh véi quan tri vién mang
dé dam bao d6 1a yéu cau chinh thong.

e Kiém tra danh sach céc chitng chi da cai dat trén thiét bi va x6a ngay
Iap tie nhitng ching chi dang ngo.

e Sirdung VPN dang tin cay dé ma hoa luu luong truy cap va bao vé
quyén riéng tu khi sir dung mang WiFi cong cong.

e Ludn canh giac khi c6 y8u cau cai dit ching chi s6. Néu khong chic
chan, tuyét dbi khong cai dit dé tranh bi giam sat va danh cip théng
tin c& nhan.

d. Gigi phap ma hoa é citng va sao lwu dir li¢u

Pé bao vé dir liéu quan trong, viéc ma hoéa 6 cang va cac ban sao luu
(backup) 1a mot yéu cau bat budc. M3 hoa giup dam bao rang ngay ca khi thiét bi
bi mat, danh cap hoic roi vao tay dbi twong xau, dir liéu van khong thé bi truy
cap néu khong c6 khoa giai ma hop lé.

- Ma hoa é cing trén macOS

Apple cung cip cong cu ma hoa tich hop FileVault gitp bao vé toan bo di
liéu trén MacBook va iMac chi v&i mét thao tac don gian.
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Cach kich hoat FileVault trén macOS:

+ M System Settings (Cai dat hé théng) > Privacy & Security (Quyén
riéng tu & Bao mat).

+ Chon FileVault va bat tinh nang nay.
+ Luu trir kh6a khoi phuc & noi an toan (tranh luu tryc tiép trén may tinh).

+ Sau khi kich hoat, tat ca dit liéu trén 6 dia s& dugc ma hoa, dam bao rang
ngay ca khi thiét bi bi danh cip, ddi tuong ciing khong thé truy cap vao di liéu
bén trong.

- M4 hda é cirng trén Windows
Sur dung BitLocker (Windows Pro & Enterprise)

Windows cung cap cong cu ma hoa BitLocker, nhung chi ¢d san trén céc
phién ban Windows Pro va Enterprise. Néu hé thong st dung phién ban nay, hay
kich hoat ngay BitLocker dé bao vé 6 cing.

Cach kich hoat BitLocker trén Windows:
+ M¢ Control Panel > BitLocker Drive Encryption.
+ Chon 6 dia can ma héa va nhan Turn on BitLocker.

+ Chon phuong thtrc luu trir khéa khoi phuc (USB, Microsoft account, in
ra gidy...).

+ X&c nhan va cho qua trinh ma hoa hoan tat.

Si dung VeraCrypt (Windows Home va cac hé thong khac)

Néu may tinh khdng hd trg BitLocker, VeraCrypt la mot lya chon thay thé
an toan va dang tin cay. Day la phan mém ma héa ma ngudn ma, dugc sir dung
rong rai trong linh vuc bao mat. Cach st dung VeraCrypt dé mé hoéa 6 cing:

Tai va cai dat VeraCrypt tir trang chinh thuec.
+ M@ rng dung, chon System > Encrypt System Partition/Drive.

+ Chon Normal Mode hoic Hidden Mode dé ma héa (tly vao nhu cau bao
mat).

+ Tao mat khau manh va luu trit khéa khdi phuc ¢ noi an toan.
+ Tién hanh ma hda (co thé mat tir vai gio dén vai ngay tiy vao dung luong
6 ctng).
Luu ¥: Trudc khi ma hoa, can backup (sao luu) dit liéu quan trong dé tranh
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mat mat néu xay ra sy 6 trong quéa trinh ma hoa.
- M& hoa dar ligu backup

Khong chi 6 ctiing chinh, céc ban sao luu (backup) ciing can dugc ma hoa
dé ngan chan ro ri thong tin.

+ Backup trén macOS: Dung Time Machine két hop vai FileVault hoac st
dung VeraCrypt dé tao 6 dia a0 dugc ma hoa.

+ Backup trén Windows: Dung BitLocker dé ma hda 6 ciing ngoai hoic st
dung VeraCrypt dé ma hoa ting file/folder quan trong.

+ Backup trén USB/6 cuang di dong: Nén sir dung VeraCrypt hoic
BitLocker To Go dé ma hoa thiét b luu trit di dong.

- Lwu trit va quan ly khoa ma héa

Viéc bao vé khda ma hoa rat quan trong, néu mat khoa, dir liéu s& khong
thé phuc hoi. Mot s6 phuong an Iuu trit an toan:

+ Luu trlr trong USB bao mat chuyén dung.

+ Viét ra gidy va cat gitr tai noi an toan.

+ Str dung quan ly mat khau nhu Bitwarden hoic KeePass dé luu khda ma hoa.

Viéc ma hoa 6 cang va backup dir liéu 1a bién phap quan trong dé bao vé
thong tin quan trong cta ca nhan va to chic, giap ngan chin rod ri va dam bao an
toan dir liéu ngay ca trong truong hop thiét bi bi mat hoic danh cap.

3. C4c nguyén tic dam bao an ninh, an toan théng tin ap dung cho
dién thoai thdng minh va may tinh bang

a. Mét s6 phwong thirc tdn cong

Sy phét trién nhanh chong cua cong nghé da bién dién thoai théng minh
tré thanh cdng cu hd tro dac lec trong cudc sdng. So véi nhitng thiét bi di dong
don gian cua thap nién 1980, ngay nay, smartphone gitip ngudi dung xtr ly cong
viéc hiéu qua hon: kiém tra email, st dung mang x& hoi, dat phuong tién di
chuyén, mua sam truc tuyén... Tuy nhién, mac do tién loi nay ciing di kém véi su
gia tang dang ké vé rui ro bao mat.

Pién thoai thdng minh ngay cang yéu cau nhiéu quyén truy cap vao dit lidu
c& nhan, tai chinh va céc thong tin nhay cam khac dé co thé cung cap trai nghiém
t6t hon. Chinh diéu nay di khién ching tro thanh myc tiéu tan cong cua hacker,
Céc d6i twong xau khdng ngirng tim cach khai thac 156 hdng bao mat trong hé diéu
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hanh, tng dung va ca théi quen sir dung caa nguoi dung dé danh cap thdng tin.

Duéi day 1a mot s6 phuong thire tin cdng phd bién ma toi pham mang st
dung dé x&m nhép va danh cip dit liéu tir dién thoai di dong. Mac di nhiéu trong
sb nay da dugc khic phuc trén cac hé thong hién dai, nhung nguoi ding van can
canh giac, dac biét 1a trong méi truong yéu cau bao mat cao nhu nganh cong an.

- Bluetooth

Bluetooth 14 cdng nghé khdng day tién lgi gidp két ndi tai nghe, ddng bo
Vvé6i xe hoi, mdy tinh va cac thiét bi khac. Tuy nhién, né ciing 1a mot trong nhiing
phuong thuc bi hacker khai thac dé tan cong, danh cap thong tin. Bi voi nganh
cong an, noi dit liéu can duoc bao mat & mac cao nhat, viéc hiéu rd cac phuong
thire tan cong qua Bluetooth va co bién phap phong chong la vo ciing quan trong.

Duéi day 1a ba kiéu tan cong Bluetooth phd bién ma toi pham mang c6 thé
su dung:

+ Bluejacking: Pay 1a kiéu tin cdng gay nhiéu ngudi ding. Cac hacker sir
dung Bluetooth dé gui c4c tin nhan Spam cho nhimg nguoi ding ¢ trong ving
hoat dong caa Bluetooth (khoang 10m — 20m tuy diéu kién). Bluejacking khéng
thé truy cap vao thong tin ciia nguoi dung nhung né 1a tién dé cho mot cudc tan
cdng khac (muc tiéu cua tin nhan c6 thé 1a quang céo hoac chua lién két doc hai
dé dan dy ngudi ding nhap vao). Bé phong chéng né, chi don gian 1a ngudi ding
nén dé Bluetooth cia minh & ché d6 "invisible" hoic "non-discoverable".

+ Bluesnarfing: Khong nhu Bluejacking, Bluesnarfing cho phép hacker lay
thong tin tir thiét bi cua nan nhan. Hacker sir dung mot phan mém dit biét dé danh
cat thong tin théng thong qua giao thirc khong day OBEX (Object Exchange) cua
Bluetooth. Kiéu tan cong nay co tac dung vai ca cac thiét bi & ché do “invisible”
nhung nhuoc diém cta no 1a kha mat thoi gian dé tim ra tén thiét bi (invisible
mode) thong qua doan tén thiét bj.

+ Bluebugging: Khi nguoi dung cai dat Bluetooth ¢ “discoverable mode”,
hacker st dung cac phuong thirc cia Bluejacking va Bluesnafing dé tin cong thiét
bi. Hau hét céc thiét bi hién dai déu mién nhiém voi loai tan cong nay, nhing
thiét bj da cii hodc khéng nang cap firmware 1a muyc tiéu chinh caia Bluebugging.
Hacker gui c4c tin nhan gia mao nhim danh Iira hé théng nhan dién Buetooth,
binh thuong thi khi két ndi vai thiét bi la, may s& hién 1 ma PIN rdi hoi xem
ngudi ding ¢ muén két ndi véi thiét bi nay hay khong nhung do Bluetooth d
cii nén s& bi hacker két néi ma khong can théng qua PIN
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Tuy Bluetooth c6 kha ning bi tan cong cao nhung nhiing phuong thic tan
cong trén yéu cau nhiing thiét bi twong d6i mac tién va ddi twong tan cdng & pham
vi hep nén nd khdng xay ra nhiéu trong thuc té. Cap nhat thiét bi thuong xuyén
la céch tét nhat ¢é phong chdng tin cdng qua Bluetooth

- Hands-On Hacks

DU c4c cudc tan cdng mang tir xa lubn 13 méi lo ngai, nhung tan céng vat
Iy ciing 1a mdt nguy co 16n. Néu hacker c6 quyén truy cap truc tiép vao dién thoai,
ho ¢6 thé thuc hién nhiéu hanh vi nguy hiém nhu:

+ Cai dat phan mém gian diép dé theo ddi tin nhan, cudc goi.

+ Tao “cira sau” (backdoor) dé khai thac Bluetooth, gilip ho truy cap tir xa
vao thiét bi sau nay (Bluebugging).

+ Sao chép danh ba, tin nhan va dix liéu ca nhan trong thoi gian ngan.

Maic di hién nay, hau hét dién thoai déu yéu cau mat ma, van tay, hoic
nhan dién khuén mat ¢¢ mo khoa, nhung hacker van c6 thé khai thac 15 hong:

+ Quan sat ma PIN khi ngudi dung nhap trén man hinh,

+ Str dung van tay khi nan nhan dang ngu (dac biét 1a véi ngudoi quen hoac
ngudi than xung quanh).

+ Panh cip dién thoai vat ly va cb ging bé khoda bang cong cu chuyén
dung.

- Nguy co liva ddo va ung dung doc hai trén dién thogi

Cong nghé ngay cang phat trién, nhung cac phuong thuc tan cong cua
hacker ciing khong ngimg d6i méi. Mot trong nhitng chién thuat pho bién nhat 1a
lra ngudi ding tu nguyén cung cap thdng tin ma khong can xam nhap hé théng.
Hai phuong thire thuong gap trén thiét bi di dong bao gom:

Phishing — Tan cong lira dao tryuc tuyén

Lira d40 qua mang khéng méi, nhung trén dién thoai, né nguy hiém hon

+ Thanh dia chi ngin hon trén trinh duyét di dong (Chrome, Firefox
Mobile), khién ngudi ding khé nhan ra trang web gia mao.

+ Tbc do mang cao gilp trang web tai nhanh chong, tao cam giéc tin cay,
khién nguoi ding nhap thdng tin ma khong kip kiém tra ky.

+ Tan cdng qua tin nhan SMS hoic tng dung OTT (Zalo, Telegram,
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WhatsApp) véi ndi dung du dd ngudi ding nhan vao lién két doc hai.

Cach phong chéng:

+ Ludn kiém tra dia chi URL trudc khi nhap thong tin diing nhap.

+ Khéng nhéap vao céac lién két dang ngod duoc giri qua SMS, email, (ng
dung chat.

+ Bat xé4c thyuc hai yéu t6 (2FA) dé giam nguy co bi chiém tai khoan ngay
ca khi bi 16 mat khau,

+ Khong luu mat khau trén trinh duyét, thay vao dé hay st dung cac trinh
quan ly mat khau uy tin.

Malware Apps — Ung dung chira ma doc

Gidng nhu trén mdy tinh, cac tng dung di dong c6 thé chira ma doc nham
thu thap di liéu nguoi dung. Du cac cho tng dung nhu Google Play, App Store
da cai thién bo loc bao mat, nhung hacker van c6 cach vuot qua kiém duyét hoac
loi dung cac kho ttng dung bén ngoai. Nguy co cao hon ddi véi ngudi ding root
may, bé khoa hé diéu hanh trén thiét bi, hoic cai dat (ng dung tir nguon khong
chinh théng.

Cach phong chéng:

+ Chi tai tng dung tir cc ngudn chinh théng (Play Store, App Store).

+ Khong cap quyén truy cap nhay cam (danh ba, tin nhan, microphone,
camera...) néu khdng can thiét.

+ Han ché root/jailbreak dién thoai, vi diéu nay lam mat co ché bao vé cua
hé diéu hanh.

+ Str dung phan mém bao mat va quét virus dinh ky

+ X6a ngay cac ang dung khéng rd ngudn goc hoic wng dung yéu cau
quyén truy cap quéa muc.

Tan cong ky thuat thap (Low-Tech Hacking)

Khong phai moi cudc tan cong vao thiét bi di dong déu can dén cong nghé
cao hay phan mém tinh vi. Hacker c6 thé loi dung thdi quen st dung mat khau
ctia ngudi dung dé danh cap tai khoan va dir liéu ca nhan. Dudi day 1a hai phuong
thirc tan cong phd bién:

+ Tan dung mat khau trung lap: Nguoi dung thuong co théi quen dung
chung mot mat khau cho nhiéu tai khoan khac nhau nhu Facebook, Zalo, Gmail,
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tham chi 1a cac dién dan ca nhan. Khi mot trong cac tai khoan nay bi 16 (do bi
hack hoc bi ltra dao qua trang web gia mao), hacker s& thir mat khau do trén céc
dich vu khéac. Néu nguoi ding sir dung mat khau gidng nhau, hacker s& dé dang
truy cap vao nhiéu tai khoan quan trong hon.

+ Str dung mat khau mic dinh va yéu: Mét sé dich vu hoic thiét bi khi
tao tai khoan s& cap mot mat khau midc dinh nhu 123456, 000000, admin,
password, nhung nguoi dung quén thay dbi. Hacker c6 thé quét hang loat tai
khoan dé thtr cac mat khau mic dinh nay va d& dang chiém quyén kiém soét.
Ngoai ra, mat khau qué d& doan nhu ngay sinh, sb dién thoai, tén c& nhan ciing
la moét rai ro 1on.

b. Cac nguyén tdc co ban khi cai ddt dién thogi thong minh va may tinh
bdng trén hé diéu hanh Android/iOS

- Leea chon thiét bi an toan

Smartphone 1a mot phan khdng thé thiéu trong cudc séng hién dai, dic biét
d6i véi nhitng ca nhan 1am viéc trong linh vuc yéu cau bao mat cao nhu luc luong
cong an, luat su, chinh tri gia. Do d6, viéc bao mat thiét bi di dong 14 wu tién hang
dau dé ngan chin rai ro bi tin céng mang va 16 lot thong tin nhay cam.

Iphone dugc danh gia 1a an toan hon Android nho hé sinh thai khép kin va
co ché kiém soat chat ché caa Apple. Apple dam bao cac ban cap nhat bao mat
lién tuc trong it nhat 5 nam ké tir khi thiét bi duoc phat hanh. Pay 1a lwa chon phd
bién cua cé4c chinh tri gia, lut su, quan chirc chinh phu, nhimg ngudi c6 nguy co
cao bi tan céng mang.

Néu sir dung Android, hdy chon céc thiét bi bao mat tét. Google Pixel Ia
dong dién thoai Android cd mirc bao mat cao nhat do Google truc tiép phat trién,
thuong xuyén dugc cap nhat bao mat sém nhat. Cac nha san xuat khac nhu
Samsung, OnePlus, Huawei ciing di cai thién dang ké toc do phat hanh ban va
bao mat, nhung van c6 do tré nhat dinh so véi Pixel.

- Cdp nhdt thirong xuyén khi cé thé

Nguoi dung can ludn cap nhat hé diéu hanh va ang dung ngay khi cé phién
ban méi dé bao vé thiét bi khoi cac rai ro bao mat. Mdi ban cap nhat cua iOS,
Android hay cac tng dung déu vé céc 15 hdng bao mat ma hacker cé thé lgi dung
dé xam nhap vao dién thoai, danh cap dit liéu c& nhan hoic diéu khién thiét bj tir
xa. Néu khdng cap nhat kip thoi, thiét bi s& trg thanh muc tiéu dé bi tan cong.

Hay bat ché do cap nhat tu dong dé dam bao dién thoai lubn chay phién
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ban méi nhat. Néu c6 ban cap nhat Ion, hay kiém tra va cai dit ngay khi ¢ thé,
khéng nén tri hodn. B4i véi ung dung, chi cap nhat tir App Store hoic Google
Play, tuyét dbi khong tai file APK tir nguon khong 16 rang dé tranh nguy co nhiém
ma doc.

Hé diéu hanh Android con dit ra mot nguy co khac: c¢6 rat nhiéu ¢ng dung
trong Google Play Store ma thoat nhin ¢6 vé chinh thdng, nhung lai chira ma doc.
Hay dam bao ring ngudi dung dd nghién ciu qua vé ung dung dé trude khi tai
ng dung d6 vé cai dat. Hay tim kiém véi tén cua tng dung, doc cac bai review,
va kiém tra s6 1an ma @ng dung d6 di duogc cai dat cho dén hién tai. Tom lai:
ding cai dat mét tng dung bat ky trén dién thoai hay may tinh bang Android ma
khong kiém tra.

Mot viéc quan trong nira la hdy kiém tra cac quyén (permission) dugc yéu
cau boi tng dung. Mot ung dung chiéu sang chang han khéng viéc gi can dén
viéc truy cap danh ba dién thoai. Ngudi dung cé thé kiém tra va chinh sta cac
quyén duoc cap cho tng dung trén cac hé diéu hanh iOS va Android méi nhat,
Trén Android, hdy vao Settings > Apps, va trén i0S hady vao Settings > Privacy.

socnp enTE

e » . ’ G
Google Play

Hinh 6. Ciza hang Google Play

- Kich hogt mé& hoa

M3 hoa dam bao rang dit liéu trén dién thoai, bao gdm tin nhan, hinh anh
Vva cac tép c& nhan, duoc bao vé bang cac khoa bao mat, ngan chan truy cap trai
phép. Trén iPhone va hau hét céc thiét bi Android hién dai, chirc ning ma hoa
duoc bat mic dinh, nhung mot s6 dong may Android cii van yéu cau ngudi ding
kich hoat thu cong bing cach vao Settings > Security va bat tly chon ma hda.

Néu ke gian c6 dugc dién thoai va két ndi né vao may tinh, ma hoa sé ngin
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ho xem noi dung trir khi nhap dang passcode. Passcode chinh la chia khéa giai
ma gilp truy cap vao kho dix liéu sb. Vi vay, ngudi ding can dit mat khau manh
dé khoa thiét bj khi khdng st dung, tranh cac ma dé doan nhu “123456” hoic
ngay sinh. Néu c6 thé, hay bat xac thuc sinh tric hoc nhu van tay hoic Face ID
dé ting cuong bao mat.

- Sir dung passcode véi it nhdt 6 ché sé va ring dung scan van tay

Bang cach st dung mot passcode, ngudi dung di ngin nhitng ngudi khac
truy cdp vao dién thoai hay may tinh bang. Hay chon mot passcode c6 6 chit s6
ma chi c6 nguoi dung biét va khong sir dung mét passcode don gian nhu 0-0-0-
0-0-0, 1-2-3-4-5-6 hay 1-1-2-2-3-3. Nguoi dung cling khong nén str dung ngay
thang nam sinh, twong ty vai cac to hop thong tin ca nhan khéc.

Céc dién thoai iPhone va Android cho phép kich hoat chitc nang tu dong
xba tat ca cac noi dung trén dién thoai néu nhu ma dang nhap sai dugc gd vao
hon 10 1an. Chtic ning nay hoat dong nhu 1a mot phuong phap bao mat bd sung,
tuy nhién né ciing kha rai ro néu nhu nguoi dung khong ¢ 1 ban backup thiét bi

Trong nhiéu truong hop, viée sir dung tmg dung scan van tay s& dé& dang
hon. Ung dung nay hoat dong nhanh hon va an toan hon vi mot nguoi bat ky khong
thé copy véan tay dé mo khoa dién thoai. Néu nguoi ding mudn tam thoi tat di chirc
nang scan van tay, hiy tat thiét bi iOS (iPhone, iPad,...)/Android va mé/khéi dong
lai thiét bi. Viéc ndy s& bat nguoi dung nhip ma passcode vao dé dang nhap thiét
bi. Néu nhu ngudi dung khong c6 mot img dung scan van tay trén thiét bi Android,
nguoi dung cling co thé tao ra mot mau pattern dé mo khoa dién thoai.

SIM card ciing chira mot passcode. Nguoi dung co thé stra passcode nay
va dbi n6 vé mot mi 6 chit sb khac trong thiét 1ap cau hinh dién thoai, thay vi su
dung ma mac dinh 0-0-0-0. M{t viéc nén lam nira 1a hay chuyén toan bo danh ba
vao dién thoai va g& chung khoi SIM card. Néu nhu ngudi dung tinh ¢ mét dién
thoai ctia minh, thong tin ca nhan cac lién lac khong thé dugce rat trich ra tir SIM
card do.

- Tit Wifi va Bluetooth khi ngwoi diing khéng cin diing dén

Céc luc luong giam sat co thé theo ddi nguoi ding thong qua WiFi va
Bluetooth, ghi nhan 16 trinh di chuyén hoic cac dia diém da ghé qua, chang han
nhu theo doi dudng di dén tram xe buyt. Dé giam thiéu rui ro, néu khdng can st
dung WiFi hay Bluetooth trén duong, hdy tat chling bang céch vao Settings trén
thiét bi. Biéu ndy khong chi bao vé quyén riéng tu ma con gitp tranh khoi cac ky
thuat tin cong khai thac WiFi va Bluetooth.
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Khi ngudi ding da ting két ndi voi mot mang WiFi, dién thoai sé tu dong
két ndi lai khi & trong pham vi phu séng. Hacker c6 thé loi dung diéu nay bang
cach tao ra cac mang WiFi gia c6 cling tén véi cac mang phé bién nhu Starbucks
WiFi hay McDonald's Free WiFi. Néu thiét bi nhan dién tén mang da tung truy
cap trude do, nod sé tu dong két ndi, khién dix liéu c& nhan bi danh cdp ma khong
can sy cho phép ciia ngudi ding.

Dé bao vé ban than khoi cac cudc tin cong nay, nguoi ding nén tat tinh
nang tu dong két néi WiFi, chi két néi véi mang dang tin cay, st dung VPN khi
truy cap Internet cong cong va khong dang nhap tai khoan quan trong khi dung
WiFi mién phi.

@
Not Playing

b

Hinh 7. Tat Bluetooth va Wifi trén dién thogi

Mot bién phap bao mat quan trong 1a thuong xuyén xda danh sach cac
mang WiFi da luu trén thiét bi di dong dé tranh nguy co bi tan cdng qua mang
gia mao. Néu di két néi vai mang WiFi & khach san, quan ca phé hay noi cong
cong, hdy g& mang d6 khoi bo nhé thiét bi ngay sau khi str dung. Diéu nay gidp
ngan chan thiét bi tu dong két ndi vao cac mang gia mao c6 cing tén, do hacker
tao ra dé danh cap di liéu c& nhan.

Pé thuc hién, ngudi dung co thé vao phan cai dat (Settings) trén thiét bi,
truy cap danh sach cac mang WiFi da két néi, chon mang can x6a va nhan "Forget
this network" (Quén mang nay). Ngoai ra, nén tat tinh nang tu dong két ndi voi
WiFi trén ca Android va iOS dé d¢am bao thiét bj chi két néi khi cé su cho phép
ctia ngudi dung, gidp giam thiéu nguy co bi tan cong mang.

- Tdt chic néing cho phép xem trudc thong bdo trén man hinh dién thogi
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dwot khoa

Tt chire nang xem trudc thdng bao trén man hinh khoa 1a mot bién phap
bao mat quan trong dé bao vé théng tin nhay cam khoi nhitng nguoi xung quanh
hodc ké xau co thé nhin trom. Cac thong bao cd thé chira mat khau tam thoi, ma
xéac thuc diang nhap (OTP), hay tin nhan riéng tu tir WhatsApp, Zalo hoac SMS.
Néu thdng béo hién thi trén man hinh khoa, bat ky ai cam dién thoai cling c6 thé
doc duoc ma khong can ma khoa thiét bi.

Pé bao vé thong tin, hdy an noi dung théng bao trén man hinh khoa:

Trén iOS (iPhone):

+ Vao Cai dat (Settings) > Thong bao (Notifications)

+ Chon Hién thi ban xem trudc (Show Previews)

+ Chon "Khi dugc mé khoa" (When Unlocked)

Trén Android:

+ Vo Cai dat (Settings) > Ung dung & Thong bao (Apps & Notifications)

+ Chon Thong bao trén man hinh khoa (Lock Screen Notifications)

+ Chon "An noi dung nhay cam™ hoic "Khéng hién thi thong bao"

Sau khi bat tly chon nay, thong béo s& van xuat hién trén man hinh khoa,
nhung noi dung bén trong s& chi hién thi sau khi thiét bi dugc mé khoa, giap dam
bao khong ai c6 thé doc théng tin quan trong khi chwa co quyén truy cap.

4. Céc nguyén tic khi sir dung mang xa hoi

a. C&c nguyén tdc khi si# dung mang xa héi dé dam bao an ninh, an
toan théng tin

Mang xa hoi 12 noi chung ta chia sé rat nhiéu thong tin ca nhan, nhung doi
khi viéc chia sé qua mac lai vo tinh tao co hoi cho hacker va ké xau khai thac.
Mot trong nhitng phuong phép thu thap dir liéu pho bién ma tin tic st dung la
Open Source Intelligence (OSINT) — k¥ thuat thu thap théng tin tir nguén mo
dé phuc vu cac cudc tan cdng mang hoic hira dao danh tinh.

- Cdn trong Véi thong tin cd nhdn khi ding tdi

Nguoi dung thudng cé théi quen dang tai hinh anh ho chiéu, bang lai xe,
vé may bay, vé xem ca nhac, ma khdng nhan ra ring ma vach (barcode) trén vé
c6 thé bi sir dung dé truy cap vao tai khoan hoic danh cap danh tinh. Chi can mot
birc anh r6 rang, ké gian ¢ thé tao tai khoan gia mao, vay tién dudi tén chung ta,
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hoac tham chi danh cip théng tin c& nhan quan trong.

Han ché chia sé thdng tin vé lich trinh c& nhan. Viéc dang tai dia diém dang
&, ké hoach di du lich, noi lam viéc, sb dién thoai cd thé gilp ké xau theo ddi thoi
quen, xéac dinh thoi diém ban khong c6 mit tai nha dé thyc hién hanh vi trom cap
hozc tiép can ban v&i muc dich xau.

- Kiém soat quyén riéng tw trén mang xa héi.

Nhiéu cong ty chi y&u cau tén, ngay thang nim sinh va dia chi dé xé4c thuc
ngudi dung 1a nguoi ma ngudi ding cho ho biét. Thong tin nay gan nhu c6 thé
dé dang tim kiém online. Moi nguoi thudng chdc mung sinh nhat 1an nhau trén
cac mang truyén thong va vé tinh cho biét ho sdng & dau, chi boi da chia sé mot
buc hinh ngdi nha mai cua ho 1én Instagram. Str dung phuong phap nay, mot
hacker néu lira/théa hiép duoc voi nhan vién mot nha mang dé ding ky sé dién
thoai nguoi khac voi tén cua ngudi do. Viéc ndy cho phép ké xau do6 truy cap
duoc cac tin nhan mai trén WhatsApp. Phuong phap hacking nay con dugc biét
Vvéi ten goi social engineering; ddy l1a mot dang tan cdng mang c6 tuong tic va
diéu khién hanh vi con nguoi. Nhitng cau tra loi cho cac cau hoi bi mat ciing c6
thé thuong dugc tim kiém online. N6 c6 thé 1a tén goi ciia con thii cung dau tién,
hay ngay sinh nhat caa me nguoi dung. Hay cha ¥ diéu ndy. S& ludn tét hon néu
nguoi ding sinh ra cac password ngau nhién dé tra 1oi cho cac cau hoi bi mat nay.
Nguoi dung c6 thé luu cac password 1a ciu tra 10i cho cac cau hoi bi mat nay
trong mot ing dung quan ly password (password manager).

b. Cac nguyén tdc co ban kiém tra bao mdt cho tai khodn
- Tha tim kiém véi Google thong tin riéng tw, cd nhén

Khi hacker muédn thu thap théng tin vé mot ca nhan dé thyc hién tin cong,
budc dau tién thuong la tim kiém tén cua doi tuong trén Google. Pay 1a cach don
gian nhung hiéu qua dé tim ra tai khoan mang xa hoi, bai ding cii, thong tin lién
lac, dia chi nha, noi lam viéc hoac tham chi dir liéu nhay cam.

Pé kiém soat va bao vé thdng tin ca nhan trén Internet, nguoi ding nén
thuong xuyén tim kiém tén minh trén Google bao gém ca biét danh, sé dién thoai,
email... & xem nhitng dix liéu nao dang hién thi céng khai. Néu phét hién théng
tin nhay cam bj 16, c6 thé yéu cau g& bo thdng tin khoi cong cu tim kiém.

Nguoi dung nén thiét 1ap théng bao véi Google dé dugc email mdi khi tén
xuat hién két qua méi vai Google. Trong mot s6 truong hop, tham chi nguoi ding
c6 thé g& bo thdng tin nay khoi cong cu tim kiém nay.

o1


Le Hoai Duong
New Stamp


- Thiét ldp riéng tw cho cdc bai viét va log out tai khodn

Chung ta chia sé rat nhiéu théng tin c& nhan trén cac nén tang mang xa hoi,
va diéu nay co thé tao ra rui ro vé bao mat. Vi vay, viéc thiét 1ap quyén riéng tu
cho tai khoan 1a rat quan trong. Néu ngudi dung thudng xuyén chia sé cudc song
ca nhan trén Facebook hodc Instagram, hay dam bao tai khoan Facebook dugc
dat & ché do riéng tu bang cach vao Cai dat quyén riéng tu va gidi han ai ¢ thé
xem bai dang. Dong thoi, hdy chuyén tai khoan Instagram sang ché do riéng tu
dé chi nhitng ngudi dugc phé duyét méi ¢ thé theo dbi va xem noi dung caa
ngudi dung. Néu str dung Snapchat, hdy kiém tra cai dit dé dam bao chi ban bé
méi ¢6 thé guri tin nhan hodc xem cau chuyén caa minh.

Véi X (trude day 1a Twitter), nén tang nay thuong duoc sir dung dé tiép
can s luong 16n nguoi theo ddi, nhung diéu d6 cling c6 nghia 1 thong tin ca
nhan cé thé dé dang bi 16 ra ngoai. Néu khdng mudn tai khoan X cong khai, hay
vao Cai dat bao mat, bat ché do bao vé bai ding dé chi nhitng ngudi theo ddi moi
c6 thé xem noi dung ciia ngudi dung. Dac biét, tat chia sé vi tri trong bai dang dé
tranh 16 théng tin di chuyén ca nhan. Ngoai ra, néu ding nhap vao tai khoan X
trén may tinh cong cong hoic thiét bi ciia nguoi khéc, hdy luon ding xuat sau khi
str dung dé tranh bi nguoi khéc truy cap trai phép.

- Tao cac bdn copy dién ti an toan cho dinh danh (1D)

Nguoi ding cd thé tao ban sao dién tir an toan cho céc gidy to dinh danh
nhu CCCD gén chip, ho chiéu, gidy phép lai xe hoic cac loai gidy to tly than
khac dé sir dung khi can ma khong lo bi 16 théng tin ca nhan nhay cam. Tai Viét
Nam, tng dung VNelD do B Cong an phat trién gitip ngudi dan quan ly théng
tin dinh danh dién tr mot cach an toan va tién loi.

Ung dung VNelD cho phép ngudi dung luu trir va xuat trinh cac giay to
quan trong dudi dang dién ta, gidp giam rui ro khi mang theo gidy to goc. Nguoi
ding c6 thé sir dung VNeID dé xac minh danh tinh, thuc hién cac thu tuc hanh
chinh, khai bé4o y té, dang ky thuong trd/tam trd truc tuyén ma khdng can xuat
trinh ban gidy. Ngoai ra, VNelD gitp bao vé théng tin ca nhan nho tich hop tinh
ning bao mat cao, han ché nguy co bi gia mao hodc danh cap dit liéu.

Pé dam bao an toan, ngudi ding nén cap nhat thong tin chinh xac trén
VNelD, chi xuat trinh khi can thiét va khong chia sé¢ anh chup md QR hoic théng
tin trén tng dung vaéi ngudi la. Néu can cung cap ban sao gidy to, hay st dung tinh
nang tao ban sao c6 xac thuc trén tng dung dé dam bao tinh hop 1& va bao mat.

- Kiém tra céc thiét bi di dwoc ding nhdp
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Nguoi ding can chi dong kiém soét céc thiét bi da dang nhap vao tai khoan
c4 nhan dé dam bao an toan thng tin. Néu di timg diang nhap vao tai khoan trén
may tinh céng cong, may tinh bang cua nguoi khac hoic thiét bi khdng thuoc
quyén so hiru, hdy chic chin rang minh di ding xuét (log out) hoan toan khi
khéng con sur dung.

Pé kiém tra va quan ly cac phién dang nhap con hoat dong (active
sessions), ngudi ding cd thé truy cap vao cai dat bao mat cua cac dich vy nhu
Google, Facebook, Zalo, WhatsApp... Nhitng nén tang nay déu cung cip danh
sach thiét bi dang diang nhap vao tai khoan, bao gém loai thiét bi, vi trf, thoi gian
hoat dong gan nhat. Néu phat hién thiét bi la hodc phién ding nhap dang ngo,
nguoi diing can ngay 1ap tic dang xuat (log out) tir xa va doi mat khau dé bao vé
tai khoan.

Ngoai ra, nguoi ding nén bat xac thuc hai yéu té (2FA) dé ting cuong bao
mat. Mdi lan diang nhap tir mot thiét bi méi, hé théng s& yéu cau nhap ma xéac
nhan dugc giri Vé s6 dién thoai hodc email, gitip ngan chan truy cap trai phép.

- Thac hién kiém tra bdo mar dinh ky

Ngudi ding nén thuc hién kiém tra bao mat dinh ky dé ¢am bao tai khoan
va thong tin ca nhan ludén duoc bao vé. Nhiéu nén tang 16n nhu Google, Facebook,
X (Twitter), Zalo déu cung cap cong cu gitp kiém tra cac thiét 1ap bao mat, danh
sach céc thiét bi dang ding nhap, ciing nhu cac @ng dung/dich vu bén thir ba c6
quyén truy cap vao tai khoan.

Viéc kiém tra dinh ky gitp nguoi dung dé dang phét hién thiét bi la, phién
dang nhap khdng nhan biét duoc hoic tng dung khéng con st dung nhung van
c6 quyén truy cap di liéu ca nhan. Néu phat hién bat ky hoat dong dang ngo nao,
nguoi dung nén thu hdi quyén truy cap cua ung dung d6, ding xuét khoi thiét bi
la va doi mat khau néu can thiét.

Ngoai ra, nguoi dung ciing nén bat tinh nang canh bao bao mat (Security
Alerts), dé nhan duogc thong bao mdi khi c6 hoat dong diang nhap bat thuong.
Thuc hién kiém tra bao mat dinh ky khong chi gitp bao vé tai khoan ca nhan ma
con han ché rai ro bi tin céng mang.

I1. KY NANG PHONG, CHONG LQ, MAT Bi MAT NHA NUGOC
TREN KHONG GIAN MANG

1. Muc tiéu, yéu cau.

- Pam bao an toan tuyét d6i cho BMNN trong moi tinh hudng; chu dong
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phat hién, x6a bo nhitng nguyén nhan, diéu kién lam 16, mat bi mat nha nuéc
trén khdng gian mang va nhirng so ha, thiéu sot ma céc thé luc thu dich, céc loai
t6i pham va phan ta xau co thé loi dung dé thu thap, chiém doat BMNN.

- Chu dong phong ngtra, phat hién, dau tranh 1am thét bai 4m muu, hoat
dong thu thap bi mat nha nude caa céc loai d6i tugng.

- Piéu tra, xtr ly kip thoi, nghiém minh nhiing hanh vi 1am 16, mat bi mat
nha nudc trén khong gian mang.

- Tang cudng ning luc bao vé bi mat nha nudc cua cic co quan, to
chitc, dam bao viéc xu ly théng tin an toan, han ché téi da rui ro bi danh cap
hoac loi dung.

2. Té chirc phong, chong 16, mat bi mat nha nwéc trén khong gian
mang.

Phong, chdng 16 BMNN trén khong gian mang nham dam bao an toan tuyét
d6i cho BMNN trong moi tinh huéng; chu déng phat hién, x6a bo nhitng nguyén
nhan, diéu kién lam 1o, mat BMNN trén khéng gian mang va nhimg so hd, thiéu
s6t ma cac thé luc thu dich, cac loai toi pham va phan tir xau cd thé loi dung dé
thu thap, chiém doat BMNN. Qua d6, chu dong phong ngira, phét hién, du tranh
lam that bai 4m muu, hoat dong thu thap BMNN cua cac loai d6i tuong; diéu tra,
xu Iy kip thoi nhitng hanh vi 1am 1§, mat BMNN trén khong gian mang va nang
cao kha nang phong ngtra, bao vé BMNN cuia cac co quan, to chic va ca nhan.

Pé phong, chbng 19 lot, mat BMNN trén khéng gian mang, can b cong an
can ¢6 mot sb ky nang sau:

a. Né@m tinh hinh, phéat hién 1 BMNN trén khéng gian mang:

- Cén bo cdng an can nam tinh hinh vé: phuong thirc, thu doan loi dung hé
thong thiét bi, phuong tién, dich vu Internet, cong nghé thong tin dé thu thap
BMNN, bi mat noi bo cua cac d6i tuong thu dich, CQDB nudc ngoai; dau hiéu
“tir dién bién”, “tu suy thodi” trong ndi bo; cac vu 16 bi mat nha nudc trén khdng
gian mang, nhitng so ha, thiéu sot trong bao vé bi mat nha nudce cia cac co quan,
don vi, nhat 1 trong viéc luu trix, st dung, bao quan bi mat nha nudc trén hé
thdng théng tin,... Céng tac nam tinh hinh hoat dong 16 BMNN trén khéng gian
mang duoc tién hanh 16ng ghép, dan xen véi nam tinh hinh chung, nam tinh hinh
toan dién vé ddi tuong, dia ban, linh vuyc.

- Bién phap dé nam tinh hinh, phat hién 16 BMNN d6 1a:
+ Trong cong tac, can bo cdng an chl y theo ddi, kiém soat an ninh thdng
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tin trén mang Internet: tap trung theo ddi cac to bao, website clia cac co quan
thong tan, b&o chi, truyén thong; theo ddi cac Website, blog, dién dan, hop thu
dién tir, trang mang x4 hoi cua cac ddi tugng phan dong, to chirc chdng dbi trong
va ngoai nudc.

+ C4n bo ¢ong an tai cac don vi nghiép vu vé an ninh mang can sir dung
bién phap k¥ thuat nghiép vu dé trinh sat, kiém soat, phét hién cac vu 16 BMNN
trén khéng gian mang.

+ Pé xuat thanh tra, kiém tra phat hién 16 BMNN trén khéng gian mang
d6i vai cac co quan, to chire, don vi tryc tiép chira dung théng tin BMNN.

b. Tuyén truyén, van déng qudn ching tham gia bdo vé BMNN trén
khong gian mang

- V& ddi twong can tap trung cong tac tuyén truyén:

Trudc hét va cha yéu 1a nhitng ngudi nam gitt BMNN; nhiing nguoi 1am
cong tac soan thao, luu giir, chuyén giao, st dung BMNN; nhitng ngudoi 1am cong
tac bao vé BMNN (ca chuyén trach va kiém nhiém) & cac co quan, don vi, doanh
nghiép; can bd 1am nhiém vu quan tri, bién tap bai viét trén trang, cong thong tin
dién tir cia co quan, don vi.

- Noi dung tuyén truyén, can tap trung vao nhing van dé chu yéu nhu:

+ Tuyén truyén pho bién danh muc BMNN duoc quy dinh trong phap luat
bao vé BMNN;

+ Vi tri, vai tro, tim quan trong cua viéc bao vé BMNN, nhiing hau qua
thiét hai nghiém trong d6i vai an ninh québc gia, loi ich quéc gia, dan toc khi dé
16, mat BMNN;

+ Nguyén nhan dan dén 16 BMNN trén khéng gian mang, trong dé can di
sau 1am rd nhiing nguyén nhan cha quan dan dén 16 BMNN, am muu, phuong
thire, thu doan thu thap BMNN qua mang Intnernet cta cac thé luc thu dich, toi
pham, c&c hinh thic 10 BMNN trén khong gian mang;

+ Quy dinh cua phap luat vé bao vé BMNN, trong d6 tap trung chi rd trach
nhiém bao vé BMNN va cach thic tién hanh cong tac bao vé BMNN trén khong
gian mang.

- Vé phuong phap tién hanh:

+ Luc lugng An ninh mang can cha dong phdi hop véi cac co quan Tuyén
gido, Thong tin truyén théng, cic co quan, ban, nganh ¢ Trung uong va dia
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phuong 1am tbt cong tac tuyén truyén, phd bién, gido duc phap luat vé bao vé
BMNN cho cén bd, dang vién, cong churc, vién chur, nhat 13 can bo cong tac tai
bd phan thiét yéu, co mat, chtra dung BMNN; can b0 truc tiép soan thao, chuyén
nhan, luu trit, bao quan BMNN hoit thudng xuyén tiép xic BMNN.

+ Phéi hop véi cac co quan, don vi t6 chirc cac 1p tap huan, boi dudng
nang cao kién thtrc vé bao vé BMNN, cap nhat nhiing tién bo khoa hoc ky thuat
va cong nghé thong tin cho ldnh dao va can bo truc tiép 1am cong tac bao vé
BMNN.

+ Coi trong bdi dudng, 16ng ghép nodi dung cong tac bao vé BMNN thong
qua cac 10p tap huan nang cao kién thirc, k§ ning vé cong nghé vién thong, tin
hoc, Internet cho can bd, dang vién, cong nhan vién trong cac co quan, to chirc.

c. Ung dung cac gidi phap vé khoa hec, cong nghé phong chéng 14
BMNN trén khong gian mang

- Nghién ctru, xay dung, phat trién cac phan mém diét virus, ning cao hiéu
qua hoat dong cua “tudng lira” (Firewall) nham ngan chin cac cudc tan cong
mang, phat tan virus gian diép xam nhép lay cap, chiém doat BMNN.

- Str dung cac cong cu bao vé hé théng co so dir liéu, dam bao cho cac céng
dich vu Internet (ICP), cac trung tam dir li¢u két ndi Internet; trién khai ung dung
cac bién phap k¥ thuat tac chién tin hoc nghiép vu, cong cu dam bao an ninh va
an toan cho hé théng thiét bi tin hoc, co s& dit liéu va céac phﬁn mém nghiép vu.

- Phéi hop véi cac don vi nghiép vu c6 lién quan st dung cac phuong tién
k¥ thuét chuyén dung dé giam sat tr xa, phat hién, canh bdo, ngdn chan vi pham
nguyén tic trong thong tin, lién lac c¢6 thé dan dén 16, mat bi mat, phat hién cac
vu 10, mat bi mat nha nudc qua hé thdng thong tin, kiém soat thong tin voi cac
dia chi lién lac nghi van c6 hoat dong thu thap bi mat nha nudc.

- Str dung cac phan mém, cong cuy, hé théng chuyén dung t6 chuc trinh sat
may tinh, thiét bi di dong va giam sat hoat dong trén mang vién thong, Internet
ctia cac d6i tuong lién quan an ninh qudc gia, thu thap thong tin, tai liéu nham
phat hién, d4u tranh ngan chan hoat dong lgi dung hé théng thong tin thu thap bi
mat nha nudc.

- Phéi hop véi Bo Thong tin va Truyén thong (hién tai 1a Bo Khoa hoc va
Cong nghé) ciing nhu cac doanh nghiép cung cp dich vu vién thong, Internet
nham ngin chin truy nhap tir trong nudc ddi voi cac trang mang blog dang tai
ndi dung bi mat nha nudc, gop phﬁn han ché viéc phat tan tai liéu bi mat nha nudce
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cling nhu loi dung bi mat nha nudc da thu thap dugc gy phuong hai dén an ninh
qudc gia.

d. Tham muwu cho Déing, Nha nwéc va phéi hop véi cic co quan, don vi
16 chikc phong, chéng 19, mdt bi mat nha nwéc trén khong gian mang

- Tham muu cho Pang, Nha nudc, Qubc hoi hoan thién hé thdng phap luat
vé bao vé BMNN néi chung, hé théng cac quy pham diéu chinh t6 chtrc, ci nhan
trong st dung mang Internet lién quan dén cong tac bao vé BMNN.

- Tham muu, hudng dan cic co quan, to chire, dja phuwong chap hanh céc
quy dinh cta phap luat vé bao vé BMNN, khong dé 16 BMNN trén khong gian
mang. Qua cong tac nghiép vu, bao v¢ an ninh chinh tri ndi bo, cong tac kiém tra,
thanh tra, kip thoi phat hién nhiing so ho, thiéu sot dé kién nghi cac co quan, t6
chure, dia phuong c6 bién phap chan chinh, khac phuc kip thoi; néu canh bao vé
cac nguy co 19, mat BMNN trén khong gian mang dé cic co quan, to chuc, dia
phuong nang cao tinh than canh giac, chi dong phong ngira;

- Thuong xuyén phdi hop, huéng dan cic co quan, don vi c6 bién phao
khéc phuc cac "1d héng" bao mat; ngan chdn cac cudc tan cong mang, chién dich
gian diép mang cua tin tic nudc ngoai; ra soat cac thiét bi khong rd ngudn gbc,
xuat xt hodc c6 ngudn gdc tir cac Tap doan, Cong ty cua Trung Qudc, Pai Loan
va cac nudc khac duoc canh bao nguy co cao mat an toan thong tin (Huawei,
ZTE) dé dé xuat co quan chtrc nang to chtrc kiém dinh dam bao vé an ninh, an
toan thong tin trude khi dua vao st dung.

- Phéi hop, hudng dan cac co quan, don vi xay dung va thyc hi¢n nghiém
ché do, noi qui, qui ché; phuong an, ké hoach bao vé bi mat nha nuéc & cac co
quan, t6 chiec.

- Hudng dan céc co quan, don vi trong tuyén truyén phd bién phap luat vé
an ninh thong tin n6i chung, phap luat vé bao vé bi mat nha nudc néi riéng, nang
cao tinh than canh giac, y thuc trach nhiém bao v€ bi mat nha nudc cho can bg,
nhan vién trong co quan, to chirc, doanh nghiép.

e. Té chire diéu tra, xir Iy cdc doi twong, hanh vi 1am 14, mdt hodgc xam
hai dén bi mdt nha nwéc

- Yéu cau:

+ Ngan chan khong dé bi mat nha nuéc tiép tuc bi 16 va khic phuc, han ché
hau qua, thiét hai xay ra;

+ Lam rd td chire, ca nhan vi pham va tinh cht, mirc d6 vi pham dé tinh
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todn bi¢n phap x1r Iy va chan chinh cong tac bao v¢ bi mat nha nudc;

+ Dam bao bi mat cac bié€n phap, cong tac nghi€p vu, dac biét 1a bié€n phap
ky thuat nghiép vu.

- T6 chure diéu tra, xtr 1y:

+ Thu thép, nghién ctru, phan tich bi mat nha nudc thu dugc bi 1 trén
khong gian mang

+ Noi dung can thu thap: Thong tin vé bi mat nha nuéc d3 bj 10: mac do
mat cua tai liéu; co quan, don vi ban hanh van ban; co quan, don vi va ca nhan
c6 trach nhiém quan 1y, sir dung van ban (néu ¢ phan anh); chit ky cua ngudi ky
duyét van ban; cac bat phe, ¥ kién chi dao cua lanh dao cac cép phan &nh trén van
ban; cac dau vét khac trén vian ban co kém theo... Thong tin ban dau vé ca nhén,
td chirc dang tai tai ligu bi mat, website dang tai, thoi1 gian dang tai.

+ Xac dinh bi mat nha nudc bi 16 thudc linh vuc nao? Cua nganh nao, co
quan, to chirc nao ban hanh;... Trén co s¢ do, gli cong vin yéu cdu co quan cd
lién quan, thanh 1ap Hoi déng tham dinh mirc d6 mat cua tai liéu lam can cir dé
trién khai cac bién phap tiép theo.

- Trién khai cac bién phap nham xac dinh ca nhan 1am 16 bi mat nha nuéc
va nhitng nguoi c6 lién quan:

+ Phéi hop véi cac luc lvgng ngan chan bi mat nha nude tiép tuc bi 10 va
khic phuc hau qua, thiét hai c6 thé xay ra. Do dac diém dé lan truyén, bi mat nha
nudc bi 16 trén internet thudng dugc cac ca nhan, t6 chirc sao chép va chia sé trén
nhiéu trang mang khac nhau gay hiu qua

+ Phoi1 hop vdi co quan, td chirc va ¢4 nhan c¢6 lién quan dung lai duong di
cua tai li¢u, trén co s¢ do, xac dinh ¢4 nhan lam 16 va nhitng ngudi c6 lién quan.

+ Trién khai trung cau gidm dinh k¥ thudt hinh sy do6i véi tai liéu bi mat
nha nudc bi 10.

+ Trién khai céac bi¢n phap nghi€p vu xac minh, 1am rd cac cd nhan, t6 chuc
vi pham.

- Ap dung bién phép xtr Iy dbi véi to chirc, ca nhan vi pham: Dya trén viéc
trién khai cac bién phap bao v¢ bi mat nha nudc, luc lugng An ninh tién hanh
diéu tra, phan tich va dua ra két luan vé nguyén nhan, phuong thic va dbi tuong
da thuc hién hanh vi thu thap, phat tan thong tin mat trén internet. Dé)ng thot, luc
luong An ninh x4c dinh nhing ¢ nhan, t6 chirc ¢6 lién quan dé dé xuét bién phap
xur 1y phu hop, bao gém viéc khic phuc hau qua cua thong tin bi 10, thu hoi hodc
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han ché truy cap, ciing nhu xir Iy trach nhiém theo quy dinh phap luat d6i véi cac
c4 nhan, t6 chire vi pham.

-Kién nghi co quan, td chtrc ¢6 trach nhiém quan ly, st dung bi mat nha nudc
ting cudng cong tac bao vé bi mat nha nude: Thudng xuyén td chirc tuyén truyén,
pho bién cac quy dinh phap luat vé bao vé bi mat nha nuwdc nhiam nang cao nhin
thirc va trach nhiém ctia can bo, cong chirc, vién chirc va nhan dan. Pdng thoi, ting
cudng cong tac kiém tra, gidm sat viée tuan thu cac quy dinh phap luit vé bao vé bi
mat nha nude cling nhu cac quy dinh vé quan 1y, sir dung Internet trong cac co quan,
td chirc. Bén canh do, can bd sung, hoan thién cac quy ché, quy dinh no1 bo vé béo
vé bi mat nha nudc dé phu hop vai tinh hinh thuc té. Ngoai ra, can dau tu, nang cap
cac phuong tién, thiét bi k¥ thuat hién dai phuc vu cong tdc bao mat, déng thot kién
toan doi ngli can b chuyén trach, ddm bao du nang lyc va trinh d dé thyc hién hiéu
qua nhiém vu bao v¢ bi mat nha nudc.
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